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INTRODUCTION

Department of Management and Technical faculty “Mihajlo Pupin” from Zrenjanin have started the
organization of International Symposium Engineering Management and Competitiveness (EMC) in
2011. Since 2013 the organization of the EMC symposium has been supported by the following foreign
partners: Szent Istvan University, Faculty of Economics and Social Sciences, Godollo, Hungary,
Voronezh State University, Faculty of Economics, Voronezh, Russia and University of Montenegro,
Maritime Faculty, Kotor, Montenegro.

The objectives of the Symposium EMC are: presentation of current knowledge and the exchange of
experiences from the field of Engineering management, consideration of development tendencies and
trends in Serbia and the world as well, gathering researchers from this field with the aim of expanding
regional and international cooperation, raising the level of professional and scientific work at
Technical faculty “Mihajlo Pupin” from Zrenjanin, expanding cooperation with economic and
educational institutions and encouraging young researchers within this field. Taking into account that
this Symposium is international, the importance of this event is obvious for the town of Zrenjanin,
Banat region, Vojvodina and Serbia. Organization of EMC by the Technical faculty “Mihajlo Pupin”
from Zrenjanin represents this scientific-educational institution as one of the major representatives of
economic and social development in Banat.

Within this Proceedings all accepted papers received for X International Symposium Engineering
Management and Competitiveness (EMC 2020) are presented. This year at the symposium we have 34
papers and 3 abstracts. The authors come from 12 countries: Boshia and Herzegovina, Croatia,
Greece, Hungary, Iran, Montenegro, Russia, Slovenia, Slovakia, Turkey, USA and Serbia. The papers
are divided into eight sessions: Plenary session, Session A: Management and operation management,
Session B: Human resource management, Session C: Marketing management, Session D: Economy,
Session E: IT management, Session F: Abstracts.

We wish to thank the Technical faculty “Mihajlo Pupin” from Zrenjanin and the dean Prof. Ph.D
Dragica Radosav for their active role concerning the organization of the Symposium. We are also
expressing our gratitude to all authors who have contributed with their papers to the organization of
our tenth Symposium EMC.

The EMC Symposiums become a traditional meeting of researchers in June, every year. We are open
and thankful for all useful suggestions which could contribute that the next International Symposium
Engineering Management and Competitiveness become better in an organizational and program
sense.

President of the Programming Committee
Professor Dragan Cockalo, Ph.D.

Zrenjanin, June 2020.
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APPLICATION OF MULTI CRITERIA DECISION MAKING IN
HEALTH CARE

Ali Reza Afshari
Islamic Azad University, Department of Industrial Engineering, Shirvan Branch, Shirvan, Iran
E-mail: afshari@mshdiau.ac.ir
Mahmood Khorsand
Mashhad University of Medical Sciences, Faculty of Medicine, Department of Anesthesiology and Critical Care,
Mashhad, Iran

ABSTRACT

The use of Multi-Criteria Decision Making (MCDM) in health care has become common. This paper has been
written in the field of health care decision-making. This paper provides a survey of the literature on MCDM
applications to health care problems. This research contributes to the existing literature on the health care and
MCDM. This provides a unified source of references that could be useful for students, researchers and
practitioners. The paper ends with an assessment of the presented literature, aiming to reach some conclusions,
as well as to indicate future trends in this line of research. The review shows that MCDM has been applied to a
broad range of areas in healthcare, with the use of a variety of methodological approaches. Further research is
needed to develop practice guidelines for the appropriate application and reporting of MCDM methods.

Key words: Decision-making, Multi Criteria Decision Making (MCDM), Health care.

INTRODUCTION

Decision making in the healthcare sector is difficult due to its complexity and critical effects on the life
quality of individuals (Clemen & Reilly, 2013). The significance of decision making in healthcare
cannot be stressed enough as many of these decisions are complex, involve uncertainties, and the
elicitation of stakeholders’ preferences and values. Several methods have been proposed to aid and
support the decision-making process in healthcare. Recently, there have been many research efforts to
analyze the applicability and practicability of MCDM methods. Because of the diversity of approaches
and applications, MCDM is rapidly gaining popularity in healthcare (Mihlbacher & Kaczynski, 2016).
Healthcare decision making does not conceptually differ from decision making in other fields. The
main difference in health care is that health is an irreplaceable and priceless good. This unique feature
makes it more difficult for health care decision makers to make the right choices. Interest in MCDM
has grown in healthcare over the last decades (Diaby, Campbell, & Goeree, 2013). MCDM is
increasingly becoming a popular framework for aiding and supporting healthcare decision-making.
The literature includes some reviews of the application of MCDM in healthcare (Adunlin, Diaby, &
Xiao, 2015). For example, Liberatore and Nydick (2008) provided a review for application of a
specific decision making technique of Analytical Hierarchical Process (AHP) for evaluation of
healthcare and medical decision making problems.

MCDM is an extension of decision theory that supports decision makers who have multiple objectives
by decomposing the decision objectives into criteria. These criteria are given a numeric importance
weights and decision alternatives such as drugs or treatments are scored on each of the criteria. The
criteria weights and performances scores are then aggregated into an overall score, which is used to
rank the alternative treatments (Broekhuizen, Groothuis-Oudshoorn, van Til, Hummel, & Jzerman,
2015).
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In the 1960s, the first MCDM techniques emerged to alleviate difficulties in accommodating diverse
opinions and handling large amounts of complex information in the decision-making process. These
capabilities have encouraged planners to combine MCDM with other planning tools. The methods of
MCDM evolved as a response to the observed inability of people to effectively analyze multiple
streams of dissimilar information. There are many different MCDM methods, and a detailed analysis
of the theoretical foundations of these methods and their comparative strengths and weaknesses is
presented in Belton and Steward (2002). The common purpose of MCDM methods is to evaluate and
choose among alternatives based on multiple criteria using systematic analysis that overcomes the
limitations of unstructured individual or group decision making. Within MCDM, elementary methods
can be used to reduce complex problems to a singular basis for selection of a preferred alternative.
Competing decision criteria may be present, but inter-criteria weightings are not required. For
example, an elementary goal aspiration approach may rank the dredging alternatives in relation to the
total number of performance thresholds met or exceeded. Multi-criteria decision making involves a
multi-stage process of (i) defining objectives, (ii) choosing the criteria to measure the objectives, (iii)
specifying alternatives, (iv) assigning weights to the criteria, and (v) applying the appropriate
mathematical algorithm for ranking alternatives. MCDM allows to accommodate the need for
unbiased integration of modern planning objectives for independent identification and ranking of the
most suitable planning solutions (Mosadeghi, Tomlinson, Mirfenderesk, & Warnken, 2009).

Healthcare decision-making was an initial and ongoing operational field for MCDM methods and
techniques, in which different methods of decision-making have been used in various fields of medical
and healthcare. Various areas of healthcare and medical problems have been systematically reviewed
using different MCDMSs. The use of MCDM in healthcare is the focus of this paper. The first aim of
this paper is to review the decision making approaches for assessment in the context of Health
management, The second aim is to identify shortcomings associated with the use of MCDM for
assessing Healthcare problems. In this paper, we attempted to show the important role of MCDM
techniques in four areas of application in Healthcare: (1) Health care service quality, (2) Health care
waste management, (3) Health care technology management, and (4) Health care services
management.

HEALTH CARE SERVICE QUALITY

Health care service quality and its outcomes are one of the rare topics in services marketing literature
that have received widespread academic research. The demand for improved and better healthcare
service quality has enlarged which leads to built-up pressure towards supply side and have become a
difficult assignment for researchers, hospital administrators, government policymakers and therapeutic
specialists to fulfil the needs of patients which helps to build satisfaction and loyalty. However, it calls
for more expenditures to get the consideration of new patients rather than to retain existing patients.
Loyalty is one of the important factors for business success that can only be built and sustained
through provision of better service quality leading to improved satisfaction (Fatima, Malik, Shabbir, &
Management, 2018). In the literature of service quality, there are various approaches such as
quantitative and qualitative methods.

There are various decision-making approaches for assessing service quality in the healthcare and
medical industry. For example, Hsu and Pan (2009) used AHP and Monte Carlo approaches to
investigate the quality structure of dental services and precisely identify the ranking of the leading
attributes. Shieh, Wu, and Huang (2010) used DEMATEL method to identify and assess criteria of
hospital service quality to identify the critical success factors for evaluation of service quality in
hospitals. Buyiikézkan, Cifci, and Gileryiiz (2011) used fuzzy AHP approach to assess the presented
service quality model. The consequences signified that hospitals must concentrate more on sympathy,
competence and reliability to do sustaining and competent provision. Altuntas, Dereli, and Yilmaz
(2012) integrated AHP and ANP methods to rank service quality factors. Based on this study, the key
service quality dimensions include factors such as employees’ knowledge; empathy, having reassuring
and sympathetic employees, services provided on time, and making the patients feel safe while
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interacting with hospital employees. S.-F. Lee and Lee (2013) used ANP and DEMATEL methods to
examine critical index weights of service quality in a hospital to establish an objective and quality
index of physical therapies in order to have a systematic analysis and introduce an innovation strategy
applicable in services given by the hospital. Chang (2014) employed fuzzy VIKOR approach to
identify the significant weights of assessment criteria for service quality performance - to evaluate the
quality of services delivered in private hospitals. Moslehi, Manesh, and Asiabar (2015) used AHP and
Delphi method to calculate weights of quality management indicators - to explore the most important
indicators that can be used for quality measurement of the Iranian health centers. Shafii et al. (2016)
integrated the fuzzy AHP and TOPSIS methods for evaluating the service quality of a teaching
hospital in Yazd-lran. La Fata, Lupo, and Piazza (2019) proposed a novel method based on fuzzy
ELECTRE I and Importance-Performance Analysis (IPA) to assess the service quality in the
healthcare context.

HEALTH CARE WASTE MANAGEMENT

Health care waste management is a major concern for governments across the world. Reports have
been released regularly by various international and local bodies for creating awareness about the
hazardous impact of health care waste on humans and animals (Chauhan, 2020). In recent decades, we
have witnessed a surge in medical and health care waste, due to an increase in population, an increase
in both size and number of healthcare facilities, and an increase of disposable medical products
utilization. How to choose an appropriate method for disposing Health care Waste (HCW) can be
considered an intricate MCDM problem that needs an extensive process evaluation on potential
disposal practices. When procedure of an HCW treatment alternative is chosen, several potential
evaluation criteria, e.g., technical, social, economic, and environmental criteria in addition to their
corresponding sub-criteria need to be well taken into account. Thus, the conventional MCDM
techniques have been used in many case studies to evaluate the technologies applied to waste
management in hospitals. We provided details of reviewed MCDM techniques and their applications
in waste management in the healthcare industry.

Dursun, Karsak, and Karadayi (2011) proposed fuzzy TOPSIS for analysis and evaluation of HCW
treatment alternatives, for evaluating waste treatment in health care. Results of this paper indicated
that steam sterilization and microwave are the best approaches as treatment technologies in Turkey.
Liu, Wu, and Li (2013) utilized fuzzy VIKOR to evaluate health care waste disposal methods, by
evaluating HCW disposal methods along with the MCDM technique. Based on the final ranking,
steam sterilization, was the most appropriate HCW treatment technology in Shanghai, China. Liu,
You, Lu, and Shan (2014) utilized MULTIMOORA method for assessing and selecting health care
waste treatment technology. Ciplak (2015) used MCDM approach to identify, assess and ranking of
the best possible health care waste management option, to classify the finest likely health care waste
management choice by considering the financial, communal, ecological and technical features. Xiao
(2018) proposed multi-granular fuzzy linguistic information to evaluate the HWT technologies. The
findings of this paper found that steam sterilization was the best technology for HTW.

HEALTHCARE TECHNOLOGY MANAGEMENT

Healthcare Technology Management, sometimes referred to as clinical engineering, clinical
engineering management, clinical technology management, healthcare technology management,
medical equipment management, biomedical maintenance, biomedical equipment management, and
biomedical engineering, is a term for the professionals who manage operations, analyze and improve
utilization and safety, and support servicing healthcare technology. These healthcare technology
managers are, much like other healthcare professionals referred to by various specialty or
organizational hierarchy names. Healthcare technology management is the name of the field
responsible for managing the selection, maintenance, and safe and effective use of medical equipment



A. R. Afshari and M. Khorsand/ Application of multi criteria decision making...

and systems. We present the information regarding MCDM techniques and their applications in
healthcare technology management.

Taghipour, Banjevic, and Jardine (2011) applied AHP approach to create a hierarchal model to rank
medical devices, to rank medical devices by employing a decision-making approach. Bahraminasab
and Jahan (2011) used VIKOR approach for selecting the best material for femoral component of total
knee replacement. S. Lee, Yang, and Han (2012) used Fuzzy Cognitive Map (FCP) method for
selecting of dental implant abutments, where they used the MCDM technique for dental implant
abutments selection. Lu, Lin, and Tzeng (2013) integrated ANP, DEMATEL and VIKOR approaches
to evaluate the criteria for adoption of Radio-Frequency lIdentification (RFID), to assess the factors
affecting the adoption of RFID in healthcare industry. Ivlev, Kneppo, Bartak, and Economy (2014)
utilized AHP and MAUT to analyze medical equipment with management application, and to select
and evaluate medical equipment’s by using decision-making methods. Angelis and Kanavos (2016)
proposed the MAVT approach for evaluating the healthcare technologies, to apply the decision-
making method to evaluate new medical technologies. The findings of this study found that, the
proposed index could be important for measuring the dimensions of medical technologies. Improta et
al. (2018) used the AHP method to assessment of health technology, for health technology
assessments for hernia diseases.

HEALTHCARE SERVICES MANAGEMENT

Hospital services is a term that refers to medical and surgical services and the supporting laboratories,
equipment and personnel that make up the medical and surgical mission of
a hospital or hospital system. Healthcare services in hospitals are the one of the most comprehensive
environmental services programs in the healthcare industry today such as hospital specific systems and
procedures to extensive training performance, hospital information systems, and emergency
department initiatives to the use of the latest technologies and products (Mosadeghrad, 2014). We
presented some information regarding the decision-making approaches to assessment of hospital
healthcare services.

Vahidnia, Alesheikh, and Alimohammadi (2009) utilized fuzzy AHP approach to evaluate decision
factors and their influences on alternative sites. The aim of this study was to choose a proper site to
establish a hospital using the fuzzy MCDM technique. Wu, Lin, Peng, and Sciences (2011) used ANP
structure to evaluate, rank, and find the best strategy in a hospital, to describe the continuing
development of an evaluation model with Balance Score Card (BSC) criteria to help hospital managers
select an appropriate strategy. The three hospitals included in this study showed a balance among
customer perspectives, internal business processes, learning and growth, and financial measures, as
supported by BSC. Tsai, Lin, and Negotiation (2012) employed the fuzzy AHP method to tackle the
imprecision and uncertainty of location selection for joint-venture hospitals or clinics, to assess the
model of optimal region selection for joint-venture hospitals or clinics in China. The factors such as
government policies, investment strategy, and demand conditions are relatively very significant
criteria. Leaven and Engineering (2014) used ANP to evaluate and rank the laboratory processes, to
optimize performance of a clinical laboratory inside a local hospital system. The results obtained from
the ANP model showed that the pre-analytical stage was the most critical one amongst the three stages
in the laboratory process. Ahmadi, Nilashi, and Ibrahim (2015) integrated ANP and DEMATEL to
facilitate the adoption decision of a hospital information system. The aim of this study was to
integrate the mature TOE framework and the HOT fit model, which have been developed recently, for
identifying the factors affecting the hospital managers’ decision-making process in adopting HIS. The
results of this study indicate that perceived technical competence, relative advantage and hospital size”
are of a higher significance compared to others. Carnero, Gémez, and making (2016) used the
Measuring Attractiveness by a Categorical Based Evaluation Techniqgue (MACBETH) method for
enhancing the maintenance policies in the healthcare organizations. The aim of this study was to
identify and rank the best maintenance policies for improving healthcare organizations. The results of
this paper found that, quality of healthcare was ranked as the highest policy. Ajmera (2017) integrated
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the TOPSIS method with SWOT analysis to rank the best strategy for medical tourism sectors. The
outcomes of this study found that, the SO strategy was the best strategy for the medical tourism
sectors. Hsieh et al. (2018) integrated AHP and fuzzy TOPSIS to evaluate the significant factors of
human errors in the emergency departments. The main objective of this paper was to finding the
significant human error factors in the emergency departments. The results of this studies found that,
resource management, drew resource management, decision errors and inadequate supervision were
the significant error factors in the emergency departments.

CONCLUSION

Multi criteria decision-making approaches were used for solving healthcare decision problems. From
the science decision point of view, to handle this decision-making problem, they combined techniques
from operational research with artificial intelligence fields. Expert systems, fuzzy linguistic variables,
neural networks and multi criteria decision making techniques were used as the methodology. This
study aimed to review papers that used the MCDM techniques and approaches for healthcare
management in four different areas of application that were published before 2020. This study
attempted to categorize these papers into four application areas and scopes: (1) Health care service
quality, (2) Health care waste management, (3) Healthcare technology management, and (4)
Healthcare services management.

The results obtained from this review show that MCDM approaches and techniques are appropriate for
the health care management problems. Each approach and technique may have some drawbacks and
advantages, and it cannot be claimed that a particular approach or technique is more appropriate than
the others. Various DMs generally disagree on the approach and technique, which is the most valid
and suitable. The selection of an approach and technique is mostly dependent on the preferences of
DM and the analyst. The methods must be taken into consideration in terms of validity, suitability, and
user-friendliness. In addition, it should be realized that employing different approaches and techniques
will most likely lead to different recommendations, and it is noteworthy that there may be errors in any
approach or technique.

This particular paper has some limitations and recommendations for future studies. First, this study
categorized four application areas and scopes. It is recommended for future studies to review papers in
different sub-areas of health care management categories. Another limitation is that the data was
collected from journals, and the documents do not include textbooks, doctoral and master’s
dissertations and theses, and unpublished papers on MCDM issues. As a result, in a future study, data
can be collected from these sources, and the obtained results can be compared to the results obtained
and reported in this study.

The next limitation is that all of the papers were extracted from journals in English; then, the scholarly
journals published in other languages were not included in this review. However, the researchers
believed that this paper comprehensively reviewed and included most of the papers, which were
published in international journals. This paper carefully selected and summarized the available papers
of several publishers in Web of Science, Scopus, and Google Scholar. However, a number of relevant
outlets might have remained beyond the scope of the current study. Therefore, future studies could
review the papers that were not used in the current review.

As another limitation, the paper presents the review of numerous publications, which describe the use
of MCDM recently developed methods in journals. However, this review does not cover recent
methods that have been published in books. Group decision making (GDM) is a very important factor
for comprehensive problem solving, but it was not considered in the group environment, in the
majority of the reviewed studies. The approach that considers one single DM is not complete
regarding the use of multi-criteria decision making techniques. One of the critical tasks for an
organization is personnel selection; therefore, more rational decisions are made by a group of people
rather than by a single person. Situations, in which a group of decision makers (each one of different
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importance) are involved in the decision making process, should be studied. Hybrid methodology
should be developed based on fuzzy linguistic, solving dependency and hierarchical structure for
criteria.
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ABSTRACT

This study developed and tested a theory-based measure of authentic leadership using separate samples obtained
from Republic Serbia, and the United States as well as Republic of Croatia. Confirmatory factor analyses
supported a higher order, multidimensional model of the authentic leadership construct (the Authentic
Leadership Questionnaire [ALQ]) comprising leader self-awareness, relational transparency, internalized moral
perspective, and balanced processing. Structural equation modeling (SEM) demonstrated the predictive validity
for the ALQ measure for important work-related attitudes and behaviors, beyond what ethical leadership offered.
Finally, results revealed a positive relationship between authentic leadership and a follower performance.
Implications for research and practice are discussed. Having established the invariance of the higher-order factor
structure across the three samples, we then compared the fit of the three-factor structures (e.g., a one-factor
model, a first-order factor model, a second-order factor model) to further assess if the results obtained using U.S.
sample would hold in a Serbian and Croatian sample. We concluded that the second-order factor model is
preferable. The estimated internal consistency alphas (Cronbach’s alpha) for each of the measures were also at
acceptable levels: self-awareness, .78; relational transparency, .71; internalized moral perspective, .72; and
balanced processing, .75.

Key words: authentic leadership, construct validation, leadership development, ethical leadership.

INTRODUCTION

Authentic (Greek avBevtikotnta - beginner, causative) legal, legal, true, true, certain, original,
credible; which originates really from the one to which it is attributed originally, legally, as it is
displayed without premise, the characteristic of personality emerged from itself. Kruse, K. (2013)
Authenticity has been explored throughout history, from Greek philosophers to the work of
Shakespeare (“To thy own self be true.” — Polonius, Hamlet). In Avolio, B. and Wernsing’s, T. Essay
Practicing Authentic Leadership, They outline there ways authentic leaders should practice self-
awareness:

- Seek feedback from the environment

- Use self-reflection to better understand your behavior

- Practice regular self-observation to stay aware of your feelings at all times.

Robbins, S. and Judge, T. (2009) state that for the authentic leadership of ethics as the essence of
leadership. Some authors claim Robbins, S. and Judge,T. (2009) that ethics is crucial to complement
the image of authentic leadership. According to George. B. (2003) due to ongoing corporate scandals,
there were few leaders who advanced as models to "do things right”. In an authentic leadership,
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George, B. (2003) believes that we need new leaders, not just new laws to get us out of the corporate
crisis.

George, B. (2003) convincingly shows that the authentic leaders of companies focused on the creation mission
will have far more value in stocks with financially-oriented companies. George B. (2003) is openly talking about
the many difficult challenges he has been facing - from ethical dilemmas and fighting with the FDA to his own
development as a leader. He says that Authentic Leadership offers inspirational lessons to anyone who wants to
be heart-warming and compassionate to those they serve.

George, B. (2003) thinks that the best leaders are independent in their work, advising people to be what they are.
George, B. (2003) compares three CEOs of General Electric: the wise Regional Jones, Dynamic Jack Welch and
Jeff Immelt who used the delegation. It can be seen that all three are very successful leaders who have been used
with three completely different leadership styles. Company GE gathered around their features, adapted to their
different styles and flourished with each individual. With the leader, authenticity is important, not a style.

Martin. B. (2018). A year after Authentic Leadership was published, the conversation got buster and the Gallup
Leadership Institute of the University of Nebraska-Lincoln held its inaugural summit on Authentic Leadership
Development. In 2007, George’s True North went further to explain who’s an authentic leader and what leaders
can do to be more authentic, creating a concept that could be further tested.

Leadership
Development
Generativity:
Wisdom and
Peak Giving Back
Stepping up Leadership
to Lead

Rubbing up

against the World
Character

Formation

Crucibles

Age PHASEI 30 PHASE IT 60 PHASE III 90
Preparing for Leading Giving Back
Leadership

Figure 1.

Source: Bill George’s website

The book restated the idea that leadership is not something you are born with, but that authentic leadership,

especially, requires constant development and growth. Georg, B. (2003) developed an idea of leadership as o

journey, with three distinct phases:

- Phase 1: In the first part of your journey, you prepare yourself for the leadership.

- Phase 2: In the second phase, you start leading by taking on new challenges until you reach the ,,peak® of
leadership.

- Phase 3: In the final part of the leadership journey, you start seeking opportunities to spread your
leadership wisdom to others and give back to the community, even though the leadership process
continues.

You can see what the journey looks like in the below chart:
Penger, S. & Cerne, M. (2014). The purpose of this study is to develop and test empirically a multilevel model of
cross-level interactions between authentic leadership at the team level and job satisfaction and work engagement

at the individual level. Using data from 23 team supervisors and 289 team members, the study also investigates
the mediating role of perceived supervisor support in the proposed cross-level relationships.
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To find and understand your role, you must first understand yourself (At the entrance to Delphi on the lion's door
it says "Meet yourself"), your passion and motivation that drives you. Then look for an environment that can
match your personal purpose with the purpose of the organization. By publishing the essay "Serving as a Leader"
in 1970, followed by Greenleaf, "Leadership in Service" (1977), a different paradigm of leadership entered the
hearts and minds of people, organizations and societies. Greenleaf, R. (1977) suggested that service should be a
recognizable characteristic of leadership. Not only will they create a better, stronger society, but people
themselves will "find greater joy in their lives if they have raised the aspect of serving their leadership and built
more institutions of service." Greenleaf, R. (1977/2002) is known publicly for the development of the concept of
"service management". He clarifies the importance of service and places the ministry as the primary purpose of
leadership. Greenleaf, R. (1977/2002) states that if people feel that you are honest in engaging in the service of
others, they will follow you fully committed to the common goal.

According to Sajfert, D. (2017), the practice of successful shows that all aspects of leadership — can help an
organization increase its competitiveness ability and value. Sajfert, D., & Todorovi¢, J. (2018) state in their
monograph that the very inspirational etymological origin of the word itself is a leader. In Serbian, the word
“leader”, which has roots in Old Persian language, is as old as civilization itself, and its original meaning is to
go/travel. According to Sajfert, D., & Todorovi¢, J. (2018) Leadership is a process that involves a two-way flow,
that is, a feedback of the influence of the leader and followers on each other. Some people become leaders in the
development or transmission of certain successes and shortcomings, charisma and passion, or because of their
wealth, military power of name of family name. According to Sajfert, D., & Todorovi¢, J. (2018) Other leaders
are because they have great minds and ideas or tell compelling stories. No matter how people become leaders, no
one is a leader without willing followers.

An authentic transformational leader helps people change for the better and allows them to improve their lives
and the lives of others. Sajfert, D., & Todorovi¢, J. (2018) cite Dostoyevsky: Not the most important wit, but
what guides her — character, heart, virtues, generosity and advanced ideas. According to Northouse, P. (2008),
this is a small number of working materials of a small group of leadership scholars, established by the W. K.
Kellog Fondation Institutions. That small hole of scholars questioned how theory and practice can be used to
build a more caring and just society. The ideas and research of this group were published in the editorial board of
Joana Ciulla (1998).

According to Max De Pree (1989), the leader works on firm values and states that leadership is a skill that has
become a must-read for reading not only within the business community, but also in the professions from the
academic community to the political arena. The first edition was published in 1989, the book has sold more than
800,000 copies in printed paper form. According to Max De Pree (2011) this revised edition brings timeless
words and practical philosophy Maxa De Pree to the new generation of readers.

The leader must lead the heart. Walton Walter and Earl Bakkenen, founder of Medtronic, had the ability to "burn
the soul" of their employees to achieve unimaginable excellence. Nelson, M. (2004) executive director of
Carlson Company, is known as the leader in the heart. By coming to a leading position, Carlson Companies
inherited a "solid" growth-led organization that was not very empathetic to its employees. Nelson's *moment of
enlightenment™ took place. She organized a meeting with a group of MBA students who were just studying the
culture of the company. When she asked her to make her observations, she came across the silence wall. A
young student raised her hand and said the following: We heard from employees that Carlson is a company that
"chases" its employees and at the same time does not care about them. Marilyn encouraged this event to look at
things better. She designed a program called "Carsol Worries". Immediately began to change the environment
using personal passion, motivation skills and genuine interest for employees and clients. She turned to clients
and daily socializing with employees in production. With its positive energy, it changed the company's culture,
built new relationships with its clients, accelerated growth and improved overall efficiency.

Mother Theresa is a special example of authentic leadership. Many consider her a nun who is concerned about
the poor. By 1990, it created an organization of 4,000 missionaries deployed around the world. The organization
she founded in Calcutta, the Missionaries of Mercy, has expanded its operations in 450 centers around the world
united under the same mission: "Heartbreaking the poorest." Mother Theresa had the clear purpose of her
actions, clearly defined values and a heart filled with compassion. She created close relationships with other
people and practiced self-discipline - all these are values of authentic leadership.

George, B. et. al. (2007) interviewed several CEOs asking them how they saw their own potential, or how they

became what they were. Their work focuses on the personality traits and personality characteristics. They noted
that the lack of trust among leaders in the last five years has grown because of a high profile scandal and it has
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become necessary to look for a new type of leader. The article focuses on authentic leadership, consisting of
people who find their own voice, instead of competing with those who are considered good leaders.

Colins, J. (2001) and his associates did a five-year research. It was sampled (Companies from the "GOD TO
GREAT" survey (1965-1995) 1,435 companies from Fortune 500 in the period 1965-1995. The process of
selection of the starting number was reduced to companies that had a growth index at least threefold higher than
the average of the New York Stock Exchange and maintained it at least 15. They had to be existing, not newly
established, and their success was not the result of the success of the industry. The final number of such
companies was 11, with an average increase of 6.9 percent than the average of the US economy. is that all 11
excellent companies have CEO leaders who are "of the same variety." Time Collins, J. (2001) proves that
leadership of the fifth level is not ideology but an empirical finding. Leaders leading excellent companies are
leaders 5. Level 5 contains all of this from the previous levels with one "extra dimension™: the paradoxical mix
of personal modesty and professional will. The leader of the 5 levels is channeling his ego away from him and as
a higher objective sets the creation of an excellent This does not mean that they are not ambitious, they are very
ambitious, but their ambition is focused on the institution, not on their own. There is an interesting duality of
personality, but full will; humble, and without fear. As a rule, they do not talk about themselves but about the
organization. The research clearly showed that they typically come from home, unlike the companies that are
compared and missing. Comparable companies have made six times more CEO outsiders than what the OVP
did. Also, unlike them, the leaders of the 5th level of their successor determine early and train him for the
successor. They will stoically and without compromise do everything necessary for the survival of the
organization. Fanatically they were initiated by producing results. When they talk about success they say they
were lucky.

Gentry, WA, & Chappelow, C. (2009) have conducted a research on the development of leadership that has
traditionally focused on exploring the reasons for success in leadership or executive roles and finding different
ways to develop talents of leadership. The research is dedicated to why leaders are failing. Nevertheless, Gentry,
WA, & Chappelow, C. (2009) Estimates showed that the average failure rate of leaders in more than one study is
50.5%. This suggests a holistic perspective for understanding the leadership that should be needed, and one
thread of research that has brought great interest in recent years is the one that refers to the leader slip.

Avolio, B. et. al. (2004) state that conceptual and empirical links between authentic leadership and attitudes of
followers, behaviors and results and their outcomes have not been developed. Although we have a series of
articles that develop the theory of authentic leadership and suggestions that appeared in a special edition of The
Leadership Quarterly (Vol 16, Issue 3, 2005). The authors presented the obtained results and suggestions based
on the created theoretical model and the implications for future construction of theory and practice.

May, D. R. et. al. (2003). They propose a method for fostering sustainable, authentic moral behavior by the
leaders. Characteristics of authentic leadership: commitment to transparent evaluation of alternatives, so that
decisions are functionally sound and morally justified, it is necessary to show commitment to personal growth
and others.

Avolio, B. & Gardner, W. (2005) have made a special theme that is the result of the inauguration summit
conducted by the Gallup Leadership Institute at the University of Nebraska-Lincoln in 2004 on the authentic
leadership development (ALD). In this introduction, in a special edition, we describe the current thinking in this
new field of research, as well as issues and concerns.

Gardner, W. et. al. (2005). In order to address current and future management needs, a model of an authentic
leader and the development of followers has been proposed, considering his relation to the real, sustainable
performance of the followers. Development processes of self-awareness and self-regulation of the leader and
followers are emphasized. llies, R. et. al. (2005) tried to examine the concept of authentic leadership and discuss
the impacts of authenticity and authentic leadership on the leader and the eudemal wellbeing of the followers,
and explore the processes through which these influences are realized.

Cooper, C. et. al. (2005). Recently, researchers have introduced a new leadership structure, called authentic
leadership. There is a considerable interest in this new field of study. Scientists working on authentic leadership
believe that a recent slowdown in corporate scandals and abuse by management has shown that a new leadership
perspective is needed. In order to address these negative social trends, proponents of authentic leadership take a
very normative approach, putting emphasis on creating interventions that facilitate the development of
authenticity.
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Kreiner, J., & Putcha, C. (2005) state that members of the technical profession are guilty of various events that
have undesirable effects on society, the environment and the safety of people and ecosystems. While
technological innovation improves the standard of living of people, and are, the circumstances that create
unanticipated consequences that could be undesirable. In order to meet the challenges of time, engineers must be
moral and accountable and aware of the legal implications for decisions made during their practice. In addition,
it is of utmost importance that engineers can inform the public of alternatives that must be considered when
considering engineering approaches.

Kreiner, J. & Flores, A. K. (2004) everything that engineers do affects the society and its development and,

occasionally, the consequences of these actions are not fully thought out, not anticipated, or not fully understood,

but the results are undesirable just the same. In order to meet the challenges of the time engineers must be

properly prepared to face the moral, legal and ethical ramifications of their actions. Kreiner, J. & Flores, A. K.

(2004) thus, to meet their responsibilities to society at large and the global community, engineers must be

equipped with the knowledge and ability to fully and cogently explain their actions as well as the methods to be

used to implement their decisions. This is particularly important in presenting the engineering alternatives that

are considered so that informed conclusions can be drawn and appropriate decisions drawn involving different

segments of the society. Educating young engineers about to enter the practice of their chosen profession how to

help arrive to the compromises to be implemented becomes one of the paramount items of contemporary

engineering education.

Petrovi¢, N. et. al., (2017). states that there are 5 types of behavior of an effective leader, (Petrovi¢ et al., 2017):

- Planning, coordinating and organizing activities,

- Supervision of subordinate associates,

- Establishing and maintaining good relationships with subordinate associates,

- Establishing and maintaining good relationship with superiors, associates who are at the same level and
external associates,

- Taking responsibility for achieved results, performing the specified obligations and making necessary
decisions.

In Brown, M.E. et al. al. (2005). state that the ethical scale of leadership (ELS), for measuring the construct, and
assessing its psychometric properties, and in the research, provide evidence of its constructive validity.

Sajfert, D. et. al. (2016). The research conducted was intended to determine the quality of relationships and
exchanges between leaders and followers, as well as the importance of ethical leadership in the Serbian metal
industry. The research identified several significant recommendations for leaders and high level managers, about
what should they in particular focus on in their work. First of all, leaders need to pay more attention to their
employees. This means that they need:

- to understand the problems that employees face in their work,

- to recognize the potentials and abilities of employees,

- as well as to demonstrate to employees the extent,

- to which they are satisfied with their work,

- in addition, leaders need to be and have personal integrity.

Only in this way, they can gain and maintain authority over employees.

In Brown, M.E. et al. al. (2005). state that the ethical scale of leadership (ELS), for measuring the construct, and
assessing its psychometric properties, and in the research, provide evidence of its constructive validity.

Crawford, J., et.al. (2019). Increasingly poor and unethical decision-making on the part of leaders across the
globe, such as the recent Australian Cricket Ball Tampering Scandal, pose a significant challenge for society and
for organizations. Authentic leadership development is one strategy that has been positioned as an antidote to
unethical leadership behaviors.

Agote, L. et. al. (2015). It is proposed here that authentic leadership (AL) perception can influence followers’
trust and emotions during change. To test these hypotheses, we gathered and analyzed the experience of 102
Spanish human resource managers using structural equation modeling based on partial least squares. Findings
show that AL is directly and positively related to followers’ trust in the leader and the experience of positive
emotions.
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DIMENSIONAL STRUCTURE OF A HIGHER ORDER AUTHENTIC LEADERSHIP
CONSTRUCT

Avolio, B. J. & Gardner, W. (2005). We begin by considering some of the environmental and organizational
forces that may have triggered interest in describing and studying authentic leadership and its development. We
then provide an overview of its contents, including the diverse theoretical and methodological perspectives
presented, followed by a discussion of alternative conceptual foundations and definitions for the constructs of
authenticity, authentic leaders, authentic leadership, and authentic leadership development.

Avolio, B. J. & Gardner, W. (2005). a detailed description of the components of authentic leadership theory is
provided next. The similarities and defining features of authentic leadership theory in comparison to
transformational, charismatic, servant and spiritual leadership perspectives are subsequently examined. Avolio,
B. J. et.al. (2004). we conclude by discussing the status of authentic leadership theory with respect to its purpose,
construct definitions, historical foundations, consideration of context, relational/processual focus, attention to
levels of analysis and temporality, along with a discussion of promising directions for future research.

According to May et. al (2003). exists six characteristics concerning the moral intensity of an issue influence
whether or not a leader recognizes an issue as being a moral one, so that the authentic decision-making process
can be engaged:

1. Issues vary in the degree to which they have consequences for others.

2. Issues differ in the probability of whether those consequences will occur.

3. Consequences may happen in the near or distant future.

4 Individuals who are affected vary in their degree of social, cultural, psychological, or physical closeness
to the leader.

5. The consequences of a decision may be concentrated on a few individuals or spread out among many
stakeholders.

6. Issues vary in the degree of consensus others have regarding what the leader should do.

Kouzes, J. M., Posner, B. Z. (2006) building on the knowledge base, of The Leadership Challenge is grounded in
extensive research and based on interviews with all kinds of leaders at all levels in public and private
organizations from around the world. The authors Kouzes, J. M., Posner, B. Z. (2006) emphasize that the
fundamentals of leadership are the same today as they were in the 1980 s, and as they've probably been for
centuries. In that sense, nothing's new. While the content of leadership has not changed, the context has-and in
some cases, changed dramatically.

As part of a larger theory of optimal self-esteem, Kernis (2003) identifies four core elements of authenticity:
self-awareness, unbiased processing, relational authenticity, and authentic behavior/action. Kernis (2003)
relational transparency refers to presenting one’s authentic leadership (as opposed to a fake or distorted self).
Such behavior promotes trust through disclosures that involve openly sharing information and expressions of
one’s true thoughts and feelings while trying to minimize displays of inappropriate emotions.

To address present and future leadership needs, a model of authentic leader and follower development is
proposed and examined with respect to its relationship to veritable, sustainable follower performance Gardner,
W. L. et. al. (2005). The developmental processes of leader and follower self-awareness and self-regulation are
emphasized. The influence of the leader’s and followers’ personal histories and trigger events are considered as
antecedents of authentic leadership and followership, as well as the reciprocal effects with an inclusive, ethical,
caring and strength-based organizational climate Gardner, W. L. et. al. (2005). Positive modeling is viewed as a
primary means whereby leaders develop authentic followers. Posited outcomes of authentic leader—follower
relationships include heightened levels of follower trust in the leader, engagement, workplace well-being and
veritable, sustainable performance Gardner, W.L. et. al. (2005).

George has become the unofficial spokesperson for responsible leadership—in business, the media, and
academia. In Authentic Leadership Bill George (2003) makes the case that we do need new leaders, not just new
laws, to bring us out of the current corporate crisis. Bill George (2003) persuasively demonstrates that authentic
leaders of mission-driven companies will create far greater shareholder value than financially oriented
companies. During George's twelve-year leadership at Medtronic, the company's market capitalization soared
from $1.1 billion to $460 billion, averaging 35% per year.
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ITEM DEVELOPMENT AND VALIDATION

Hinkin, (1995) this article reviews scale developmentprocedures for 277 measures used in 75 articles published
in leading academic journals from 1989 to 1994. It points out some of the problems encountered and provides
examples of what could be considered "best practices"in scale development and reporting. Based on the review,
recommendations are made to improve the scale development process.

Deci, E. L. & Ryan, R. M. (2000) research guided by self-determination theo~has focused on the social-
contextual conditions that facilitate versus forestall the natural processes of self-motivation and healthy
psychological development. Specifically, factors have been examined that enhance versus undermine intrinsic
motivation, self-regulation, and well-being. The findings have led to the postulate of three innate psychological
needs- competence, autonomy, and relatedness-which when satisfied yield enhanced self-motivation and mental
health and when thwarted lead to diminished motivation and well-being. Also considered is the significance of
these psychological needs and processes within domainssuch as health care,education, work, sport, religion, and
psychotherapy.

Podsakoff P. M. et. al. (2003) little empirical research has tested the fundamental assumption that these forms of
behavior improve the effectiveness of work groups or organizations in which they are exhibited. In the present
study, the effects of OCBs on the quantity and quality of the performance of 218 people working in 40 machine
crews in a paper mill located in the Northeastern United States were examined. The results indicate that helping
behavior and sportsmanship had significant effects on performance quantity and that helping behavior had a
significant impact on performance quality. However, civic virtue had no effect on either performance measure.

CONFIRMATORY FACTOR ANALYSIS

We performed a confirmatory factor analysis (CFA) using three independent samples from the United States
and the Republic of Serbia and Republic Croatia. The U.S. sample consisted of 220 full-time employees from a
large high-tech manufacturer based in the Silicon Valley, San Jose California part of the country who rated their
immediate supervisors on authentic leadership behaviors. The average age of respondents was 43.5 years (SD =
8.35), with mean work experience of 13.5 years (SD = 8.22). All respondents had a university degree, and 81%
were men. All surveys were distributed by the human resources department and collected on site. Respondents
were guaranteed confidentiality in a cover letter from the researchers and endorsed by senior management.

The Serbian sample consisted of 230 full-time employees from two a large state owned company located in
Zrenjanin and Belgrade. The average age of the respondents was 25.3 years (SD = 2.78), with mean work
experience of 2.83 years (SD = 1.65). Seventy-two percent of the Serbian respondents were women, 20,9% had a
senior school education, 45% had a technical secondary education, 15% had a junior college degree, and 17%
had a college or university degree. Participants were assured confidentiality in a cover letter from the researchers
and endorsed by senior management. All surveys were distributed and collected on site.

The Croatian sample consisted of 210 full-time employees from two a large state owned company located in
Zagreb and Osijek. The average age of the respondents was 29.8 years (SD = 2.89), with mean work experience
of 4.83 years (SD = 1.65). 53% percent of the Croatian respondents were women, 20,9% had a senior school
education, 43% had a technical secondary education, 30% had a junior college degree, and 27% had a college or
university degree. Participants were assured confidentiality in a cover letter from the researchers and endorsed
by senior management. All surveys were distributed and collected on site.

RESULTS

As we have detailed throughout this article, authentic leaders can have positive effects on a variety of follower
and organizations outcomes. Given this, it is important to outline exactly how an organization, through its
various human resource management systems, can enhance the authentic leadership of its existing leaders as well
as increase the overall level of authentic leadership displayed across all leaders. Table 1 indicates that
organizations can improve authentic leadership in two ways.

First, when choosing leaders, there are certain individual differences that have been suggested to underlie each of

the components of authentic leadership. llies, R., (2005) selecting or promoting individuals who possess these
characteristics should yield higher levels of authentic leadership. Second, there are a number of different
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developmental initiatives that can be used to foster each of the components of authentic leadership. We briefly
discuss how each of the components can be addressed through these two means.

Table 1. Strategies for increasing authentic leadership
Authentic leadership | Selection criteria Developmental interventions
component

Positive self-concept
Emotional inteligence
Integrity

Learning goal orijentation
Self-monitoring (low other-

Self-aweareness Multisource feedback

Unbiased processing Assessment centers

Coaching/mentoring

Authentic behavior/acting directedness) Behavioral role modelin
Self-esteem g
. . Upward feedback
. - Pastositive relation
Relational authenticity . . . Leader-member exchange
astositive relationship training

Self-awareness reflects an awareness and trust in one's own personal characteristics, values, motives, feelings,
and cognitions. It reflects the extent to which a leader knows his or her strengths and weaknesses and is
fundamental to any adaption or development.

Two key personality characteristics that are likely to lead to authentic behavior (and thus should be used to
select leaders) is the extent to which a leader is low in other-directedness ( a component of self-monitoring)and
has light levels of self-esteem. These two characteristics suggest that leaders will not attempt to behave in ways
that are inconsistent with their personal values (low other-directedness) and will be secure in their own identity.
In terms of developing such authentic for positive behavioral role

Validation of the higher order authentic leadership model: U.S. (California) sample Serbian sample and Croatian
sample. We conducted a CFA to examine whether a second-order authentic leadership factor existed and
whether it explained the relationships among the four lower order factors, with AMOS maximum likelihood
procedure. To assess our results fit, we used several fit indexes, chi-square (%2), and the ratio of the differences
in chi-square to the differences in degrees of freedom. Given that there is no one acceptable cutoff value of what
constitutes adequate fit, we elected to use an CFA value of .94 and an RMSEA value of .066 or less as indicative
of adequate fit. For 2/df, we interpreted a ratio of less than 3.05 as a good fit.

Using 220 employees from the United States, we compared the fit of two different factor structures. The first
was a one factor model, in which all 16 items were indicative of one larger authentic leadership factor. The
second was a first-order factor model in which items were allowed to load onto their respective factors (i.e., self-
awareness, relational transparency, internalized moral perspective, and balanced processing) and the factors
allowed to correlate with each other. However, if tenable, the second-order factor model is preferable because it
allows for the covariation among first-order factors by accounting for corrected errors that are very common in
first-order CFA.

The fit statistics for are shown in the upper section in Table 2. The results illustrate that the best-fitting model is
the second-order factor model. The fit statistics represent a considerable improvement in the chi-square, CFls,
and RMSEAs over the one-factor and first-order factor models and thus suggest that the second-order factor
model is preferable. The estimated internal consistency alphas (Cronbach’s alpha) for each of the measures were
also at acceptable levels: self awareness, .91; relational transparency, .86; internalized moral perspective, .75;
and balanced processing, .80. The standardized factor loadings of the second-order factor authentic leadership
model are presented in Table 2, with factor loadings ranging from .65 to .92.

Having established the invariance of the higher-order factor structure across the three samples, we then
compared the fit of the three-factor structures (e.g., a one-factor model, a first-order factor model, a second-order
factor model) to further assess if the results obtained using U.S. follower would hold in a Serbian and Croatian
follower. The results are shown in the lower part of Table 2.

The worst-fitting model is the one-factor model in which items were loaded directly on a single-factor authentic
leadership, as demonstrated by the relatively poor fit indexes. Assessing whether the second-order factor model
is significantly better than the first-order factor model was done using a chi-square test. The difference in chi-
square between the first-order factor and second-order factor models, which is distributed as chi-square with
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degrees of freedom. The fact that this value is statistically significant would suggest that the second higher order
factor model is significantly better than the first-order factor model. The relatively poor fit of the first-order
factor model compared to the second-order factor model may be a result of significant relationships among the
four measures.

Table 2. Comparison of A Priori Authentic Leadership Questionnaire Factor Structure

Structure X df X2 df A2 CFI RMSEA
U.S. follower 2

One-factor model (all 16 items) 355.70 101 3.48 .90 .10
First-order factor model 271.63 95 2.83 84.13** .93 .08
Second-order factor model 233.68 97 2.38 122.07** .96 .05
Serbian follower °

One-factor model (all 16 items) 248,76 101 2.44 .90 .089
Firs-order factor model 207.70 95 2.16 40.07** .92 .079
Second-order factor model 175.02 97 1.82 72.75%* .94 .058
Croatian follower °

One-factor model (all 16 items) 246,45 99 2.33 .89 91
Firs-order factor model 205.65 94 2.05 41.03** .90 .074
Second-order factor model 189.54 97 2.01 80.62** .92 .048

Note: All chi-square values are significant at p<001; the Ax? is in relation to one-factor model CFl= comparative fit
index; RMSEA = root mean square error of approximation.

a. n=220
b. n=230
C. n=210

** p<01 (two-tailed).

Although the results from the U.S. sample are supportive of the higher-order factor model of authentic
leadership. This research stressed the importance of testing the reliability and factor analytic structure of a newly
developed instrument on new samples to further assess the construct validity. To deal with this issue, we used
another field sample consisting of 230 full-time employees from Serbia and 210 full-time employees from
Croatia.

Table 3. Authentic Leadership Questionnaire Factor Loadings (Part 1)
Items Self- Awareness | Relational Internalized Balanced
Transparency | MoralPerspective Processing

ALL 84 (.70)
AL2 92 (:69)
AL3 83 (.68)
AL4 .91(.66)
AL5 81(.62)
AL6 .78(.65)
AL7 85 (.63)
AL8 84 (.77)
AL9 68(.70)
AL10 81(.63)
AL1L 65 (61)
AL12 68 (.67)
AL13 76(.73)
AL14 73 (67)
AL15 86(.73)
AL16 84 (68)

Note: The factor loadings in parentheses are for the U. S. data. All the factor loadings are significant at
p<001.

Validation of the higher order authentic leadership model: Serbian follower. Prior to conducting our primary
CFA analysis, we assessed the extent to which the higher-order authentic leadership construct was invariant
across the three countries following guidelines. We first tested two separate baseline models for each sample.
Table 1 suggests that the higher-order factor model had an adequate fit across the two samples. Results also
suggest that the model performed slightly better for the U.S. follower as the lower RMSEA and higher CFI
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indicate. The standardized factor loadings of the second-order factor authentic leadership model are presented in
Table 3 (in parentheses), with factor loadings ranging from .62 to .78.

Table 3. Authentic Leadership Questionnaire Factor Loadings (Part 2)
Items Self- Awareness | Relational Internalized Moral | Balanced
Transparency | Perspective Processing

ALL 83 (:69)
AL2 91 (.68)
AL3 83 (.67)
AL4 190(.65)
ALS .80(.61)
AL6 77(.64)
AL7 86 (.64)
AL8 83 (.75)
AL9 66(.68)
AL10 .80(.60)
AL1L 64 (59)
AL12 67 (.66)
AL13 73(.70)
AL14 72 (66)
AL15 85(.72)
AL16 81 (.65)

Note: The factor loadings in parentheses are for the Serbia data. All the factor loadings are significant
at p<001.

Next, two nested models were evaluated as part of each multi-group analysis: a) an unrestricted model that
imposed equality constraints between the three countries (Model 1) and b) a restricted model that specified that
all factor loadings, factor variance, and the error covariance were equal (invariant) between the three samples
(Model 2). The key indices are the chi-square statistic, CFl, and RMSEA values. A non-significant chi-square
difference would provide support for generalizability across the two countries.

Table 3. Authentic Leadership Questionnaire Factor Loadings (Part 3)
Items Self- Awareness | Relational Internalized Moral | Balanced
Transparency | Perspective Processing

ALL 82 (.68)
AL2 .90 (.66)
AL3 82(.65)
AL4 89(.66)
AL5 79(.61)
AL6 78(.64)
AL7 83(.64)
AL8 81 (72)
AL9 65(.67)
AL10 79(59)
ALLL 63 (58)
ALL2 69 (.68)
AL13 74(.71)
AL14 70 (.65)
AL15 84(.73)
AL16 82 (.67)

Note: The factor loadings in parentheses are for the Croatia data. All the factor loadings are significant
at p<001.

Fit statistics of the unrestricted model were as follows: ¥2 = 233.68, CFI = .96, and RMSEA = .05. In the
restricted model the fit statistics were as follows: 2 = 175.02, CFI = .94, and RMSEA = .06. In the restricted
model the fit statistics were as follows: ¥2 = 189.54, CFI = .92, and RMSEA = .042.This comparison of models
was not statistically significant. Given this finding, we concluded that all factor loadings, variances, error
covariance, and the covariance, are invariant across the U.S., Serbian and Croatian samples.
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The results suggest that the best-fitting model is the second-order factor model as the lower chi-square and the
RMSEA as well as the higher CFI indicate. We concluded that the second-order factor model is preferable. The
estimated internal consistency alphas (Cronbach’s alpha) for each of the measures were also at acceptable levels:
self-awareness, .78; relational transparency, .71; internalized moral perspective, .72; and balanced processing,
75.

As with the U.S. sample, the worst-fitting model is the one-factor model in which items were loaded directly on
a single factor authentic leadership, as demonstrated by the relatively poor fit indexes. Once again, the relatively
poor fit of the first-order factor model compared to the second order factor model may be a result of significant
relationships among the four measures. Taken together, these results suggest that there is substantial convergent
validity among the four measures and that self-awareness, relational transparency, internalized moral
perspective, and balanced processing converge to form a higher-order factor that is indicated by and explains the
relationships among the lower-level measures in both the U.S. Serbian and Croatian samples.

Authentic, Ethical and Follower Work Outcomes

The purpose of this study was to examine the psychometric properties and provide further evidence of construct
validity and nomological validity for the newly developed authentic leadership measure as a necessary part of
construct validation (Hinkin, 1995).

The construct validation process adopted involved a) demonstrating dimensionality and internal consistency, b)
demonstrating further convergent validity by showing positive correlations with alternative measures of similar
constructs (ethical leadership), and c) demonstrating discriminative and predictive validity. We begin by
providing overviews of the ethical leadership theories, with a focus conceptual overlap and distinctions between
these theories and authentic leadership theory.

Table 4. Comparisons of Authentic Leadership Development Theory, and Ethical Leadership Theory
Theoretical Components Authentic Leadership Ethical Leadership
Authentic leadership

Leader self-awareness
Relational transparency
Internalized moral perspective
Balanced processing

Ethical leadership

Moral person +
Moral manager + +

+|+[+]|+
+

+

For comparative purposes, the core components of each theory are summarized in Table 4, as wel as the extent to
which these components are reflected by other theories. Next, we advance specific hypothesis about the
relationships between authentic leadership and ethical leadership, and 2 work outcomes. Finally, we use two
independent samples from a large university located in the south-western United States to assess the validity of
the authentic leadership.

As Table 4 indicates, there are two core components of ethical leadership: the moral person the moral manager.
According to Sajfert, D. i Todorovié, J. (2018). In ancient, Romans translated ethics into virtues, ethical values,
and moral values. Sajfert, D. i Todorovi¢, J. (2018). They state: “Talent, connections, and money can help you
get where you want, but these things don’t mean much by themselves. You also have to work hard to be truly
successful. Despite their obvious endowments, successful people would not ne where they are if they did not
have a somewhat insane work ethic*.

Authentic leadership theory likewise distinctive components that are not considered by ethical leadership theory,
as Table 4 indicates. Specifically, the focus on self-awareness, relational transparency, and balanced processing
all represent features of authentic leadership not captured in operational definitions of ethical leadership. Self-
awareness, for example, is particularly important because demonstrating that one is aware of one’s strengths and
weaknesses helps one to be true to oneself and is critical to being authentic. In addition, developing self-
awareness alludes to a deeper process of discovering who one is, that is, learning one’s self-concept and self-
views, how past events shape current perceptions and behaviors, and how one trends to make meaning of
personal experience.

Hypothesis 1: Authentic leadership is positively related to ethical leadership, respectively.
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Hypothesis 2: Authentic leadership is positively related to organizational citizenship behavior, organizational
commitment, and follower satisfaction with supervisor when controlling for ethical leadership

Table 5 includes the means, standard deviations, correlations, and internal reliabilities for all Study measures.
The zero-order correlations among the four measures and outcome variables provide initial evidence that the
core authentic leadership construct possesses a good degree of productive validity.

All of the internal consistency estimates are above the commonly accepted .70 level (Nunnally & Berntein,
1994). We first examined a measurement model with all the variables included in each study to assess the
relationship between latent variables and the manifest item that serve as their indications. The results of this
model produced a good fit to our data: U.S. Sample 1=.052, Serbian Sample 1=.50, and Croatia Sample 1=.049.

Discriminant validity. We expected the authentic leadership measure would be significantly related to ethical
leadership. As shown in Table 5, the four dimensions of the authentic leadership are positive and significantly
correlated with ethical leadership, providing initial support for Hypothesis 1.

Discriminant validity can be established if the average variance extracted value of the factor in question (e.g.
authentic leadership measure) is greater than the squared correlation betveen that factor and another factor. The
average variance extracted when all variables are included in the same equation were .52 (U.S. Sample 1).

Table 5. Means, Reliabilities, Standard Deviations, and Correlations (Part 1)

U. S. Samplel Variables M SD |1 2 3 4 5 6
Self-awareness 2,43 | .94 | .80

Relational transparency 280 | .70 | .62 |.71

Internalized moral perspective 280 | .83 | .63 | .64 | .80

Balanced processing 241 | 81 | .65 | .63 | .63 |.71

Ethical leadership 355 |.78 | .68 |.52 |51 | .50 |.90
Organizational citizenship behavior 346 | 52 |.25 | .23 |.16 | .13 A2 .70
Organizational commitment 323 | .78 |44 | .22 | .30 |.20 |.30 | .25
Satisfaction with supervisor 167 | .80 | .48 | .40 |.31 |.40 | .40 | .22

Discriminant validity can be established if the average variance extracted value of the factor in question (e.g.
authentic leadership measure) is greater than the squared correlation between that factor and another factor. The
average variance extracted when all variables are included in the same equation were .50 (Serbia Sample 1).

Table 5. Means, Reliabilities, Standard Deviations, and Correlations (Part 2)

Serbian Samplel Variabiles M SD |1 2 3 4 5 6
1. Self-awareness 2,34 | 91 | .78

2. Relational transparency 277 | 66 | .60 | .69

3. Internalized moral perspective 275 | .81 | .58 | .63 | .81

4. Balanced processing 236 | .79 | .63 | .61 | .66 | .69

5. Ethical leadership 352 | .78 |55 | .50 | .52 | .50 | .98

6. Organizational citizenship behavior 332 |55 | .20 .22 |.13 |.14 | .11 | .65
7. Organizational commitment 313 | .82 | .46 |.25 |.28 |.19 35 | .22
8. Satisfaction with supervisor 162 | .82 | .45 | .34 |.23 |.36 |.35 |.19

Discriminant validity can be established if the average variance extracted value of the factor in question (e.g.
authentic leadership measure) is greater than the squared correlation between that factor and another factor. The
average variance extracted when all variables are included in the same equation were .49 (Croatia Sample 1).

Discriminant validity can be established if the average variance extracted value of the factor in question (e.g.
authentic leadership measure) is greater than the squared correlation between that factor and another factor. The
average variance extracted when all variables are included in the same equation were .60 (U.S. Sample 2).

Discriminant validity can be established if the average variance extracted value of the factor in question (e.g.

authentic leadership measure) is greater than the squared correlation between that factor and another factor. The
average variance extracted when all variables are included in the same equation were .58 (Serbia Sample 2).
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Discriminant validity can be established if the average variance extracted value of the factor in question (e.g.
authentic leadership measure) is greater than the squared correlation between that factor and another factor. The
average variance extracted when all variables are included in the same equation were .57 (Croatia Sample 2)

Table 5. Means, Reliabilities, Standard Deviations, and Correlations (Part 3)

Croatia Samplel Variables M SD |1 2 3 4 5 6
1. Self-awareness 2,33 | .92 | .84

2. Relational transparency 2.76 | .68 | 55** | .76

3. Internalized moral perspective 271 | .82 | 54** | g2** | .78

4, Balanced processing 232 | .76 | B1** | .60** | .62 | .68

5. Ethical leadership 358 | .76 | 53** | 51** | .53 | .48 .88

6. Organizational citizenship behavior 322 | .59 | 21** | .19 A2 | .12 10 | .66
7. Organizational commitment 323 | .68 | 41** | .19 26 | .15 .30 | .20
8. Satisfaction with supervisor 160 | .76 | 44** | .36 21 | .32 33 | .15

Table 5. Means, Reliabilities, Standard Deviations, and Correlations (Part 4)

U. S. Sample 2 Variables M SD |1 2 3 4 5 6
1. Self-awareness 2,50 | .927 | .82

2 Relational transparency 280 | .70 | .60 | .72

3 Internalized moral perspective 2.77 | .80 | .66 | .64 | .80

4 Balanced processing 240 | 83 | .65 | .64 | .66 | .72

5. Idealized consideration 348 | .79 | .55 | .56 | .50 | .48 .90

6. Individualized consideration 230 |90 |53 |50 |.54 |50 |.76 | .80
7 Inspirational motivation 258 | 90 | .53 | .40 | .58 | .40 | .78 | .60
8 Intellectual stimulation 238 | .89 | .58 |.40 |53 |.50 |.67 |.70
9. Organizational citizenship behavior 386 | .56 | .20 |.24 |.16 | .15 A1 | .74
10.  Organizational commitment 323 .85 | .40 |.24 |.30 |.29 30 | .22
11.  Satisfaction with supervisor 151 | .80 |.44 | .40 | .39 | .49 48 | .26

Table 5. Means, Reliabilities, Standard Deviations, and Correlations (Part 5)

Serbia Sample 2 Variables M SD |1 2 3 4 5 6
1. Self-awareness 2,44 | 87 | .78

2. Relational transparency 274 | 72 |63 | .71

3. Internalized moral perspective 275 | .81 | .64 | .69 |.78

4. Balanced processing 242 | .82 | .64 | .62 | .65 |.74

5. Idealized consideration 343 | .78 |53 | .52 | .48 | 44 | .88

6. Individualized consideration 233 |92 |51 |52 |52 |49 |.74 |.79
7. Inspirational motivation 256 | 93 | .49 | .38 |55 | .44 |.73 | .63
8. Intellectual stimulation 234 | 82 | 52 | .42 |52 | .48 | .65 | .72
9. Organizational citizenship behavior 382 |54 |24 |22 |13 |.18 |.12 | .78
10.  Organizational commitment 325 |.83 | .38 |.22 |.35 |.26 32 | .27
11.  Satisfaction with supervisor 161 | .82 |42 | .48 | .36 | .44 | .43 | .24

Table 5. Means, Reliabilities, Standard Deviations, and Correlations (Part 6)

Croatia Sample 2 Variables M SD |1 2 3 4 5 6
1. Self-awareness 2,72 | .90 |.79

2. Relational transparency 272 | 77 | .66 | .78

3. Internalized moral perspective 272 | 77 | .62 | .60 | .76

4. Balanced processing 238 | .80 | .62 | .60 | .62 |.70

5. Idealized consideration 344 | .76 |52 | .50 | .48 | .41 | .86

6. Individualized consideration 235 | .88 | 50 |.54 |60 | .47 | .72 | .77
7. Inspirational motivation 250 |91 |50 | .36 |.50 |.42 |.70 | .64
8. Intellectual stimulation 223 |81 |51 |41 |50 | .46 | .63 |.73
9. Organizational citizenship behavior 376 |52 |25 |22 |11 |19 |.13 |.77
10.  Organizational commitment 320 |80 |.36 |.20 |.38 | .20 |.35 | .25
11.  Satisfaction with supervisor 170 | .88 | .40 | .46 | .30 | .44 | .40 | .28
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We conducted additional test to establish discriminant validity following (Venkatraman, 1989). To do this, the
correlation of authentic leadership with ethical leadership was freely estimated in the first model, whereas it was
set to 1.00 in the second model. According to Venkatraman, discriminative validity is evidenced if the
unconstrained measurement model fits the data better than the constrained model. That is, “a significantly lower
x? value for the model with the unconstrained correlation, when compared with the constrained model, provides
support for discriminant validity” (Venkatraman, 1989). The results were as follows: ALQ and ethical leadership
(unconstrained correlation, x* (275) = 578.66; constrained correlation, x* (288) = 654.32; Ax? = 52.64, p < .01),
and authentic leadership (unconstrained correlation, x* (432) = 1006.12; constrained correlation, x? (431) =
1002.11; Ax* = 23, p < .01). These results, together with the CFA result, provide evidence that the authentic
leadership is positively related to ethical leadership while also significantly distinguishable from these two
leadership behaviors, lending support for hypothesis 1.

Predictive validity. Hypothesis 2 predicted that higher order authentic leadership measure would be positive
related to OCB, organizational commitment, and follower satisfaction with supervisor when controlling for
ethical leadership (H2a) and authentic leadership (H2b). To test these hypotheses, we used SEM to account for
the measurement error, once again using items as indicators of each construct. We used Sample 1 to test
Hypothesis 2a and group Follower 2 to test Hypothesis 2b. The results revealed that the higher order authentic
leadership measure predicted (B = .26, p <.01), OCB (B = .28, p <.01), organizational commitment (8 = .26, p <
.01), and follower satisfaction with supervisor (B = .25, p <.01), controlling for ethical leadership. Hypothesis 2a
was thus supported. Similarly, we found that authentic leadership measure predicted OCB (8 = .27, p < .01),
organizational commitment (3 = .31, p < .01), and follower satisfaction with supervisor (8 = .32, p < .01),
controlling for ethical leadership. Therefore, Hypothesis 2b was supported.

In our first sub-model, using group Sample 1 ( n = 220), dropping the path from ethical leadership to the
criterion variables did not significantly degrade model fit (Ax? = 2.78, ns; Adf = 3). In contrast, dropping the path
from authentic leadership to the criterion variables resulted in substantially worse fit to our data (Ax? = 10.12;
Adf =3, p <.04). Similarly, using group Sample 2 ( n = 230), dropping the path from ethical leadership to the
criterion variable did not significantly degrade model fit (Ax® = 1.45; adf = 3). Similarly, using group Sample 3 (
n = 210), dropping the path from leadership to the criterion variable did not significantly degrade model fit (21X
= 1.38; adf = 3). Taken together, the results support the incremental validity of authentic leadership in our data.

DISCUSSION

Our confidence in the plausibility of the higher order factor model of authentic leadership is further strengthened
by the observation that no significant differences were found between three diverse samples. For example, the
Serbian sample differed from the U.S. sample in that participants were considerably younger, with less work
experience, less education. Finally, we should point out here that these results do not address the possible
distinctiveness among the measures. It is possible that the scales indicate a higher order factor yet at the same
time.

The results indicate positive relationship between the four underlying dimensions of authentic leadership and
measures of ethical leadership (Browm, et. al, 2005). In addition, the CFA confirmed that the authentic
leadership construct as operationalized ins distinct from these related leadership variables. Thus, provided further
evidence of construct validity to the support for the content and convergent validity of the higher order. More
important, a closer look at the correlations presented in Table 5 suggests that the four dimensions of authentic
leadership correlated positively with ethical leadership and the dimensions leadership but not so highly as to
indicate construct redundancy.

We also found that the higher order authentic leadership measure accounted for variance in a diverse set of
frequently researched work outcomes beyond that explained by ethical and leadership dimensions. Specifically,
the authentic leadership was shown to account for additional unique variance in OCB, organizational
commitment, satisfaction with supervisor. Thus, evidence was obtained of the value added by considering the
effects of authentic leadership on commonly researched organizational variables beyond existing measures of
related leadership constructs.

We suggest that the incremental validity displayed by using authentic leadership measure does not necessarily
indicate that it will be a better predictor of performance across all organizational domains. The extent to which
these findings are generalizable should await further confirmation. We would also suggest that there may be
some performance domains for each of these measures where one may predict the other. For example leadership
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may be more predictive thin authentic leadership when predicting performance excellence that far exceeds
normal or conventional standards of performance (Lim & Ployhart, 2004). It would certainly be interesting to
explore how each of these unique leadership measures predicts a range of unique performance criteria across
organizational contexts and culture.

THEORETICAL CONTRIBUTIONS, FUTURE RESEARCH DIRECTIONS, AND
LIMITATIONS

The development of the ALQ has implications for future research on authentic leadership in the workplace.
Although there has been considerable attention focused on the topic in recent years, empirical research on
authentic leadership has been limited. One possible explanation of this shortage of research is the inherent
difficulty involved in measuring authentic leadership behavior. On the basis of our preliminary findings, we offer
a theory-driven higher order authentic leadership measure (the ALQ) that has initial evidence to support its
reliability and validity, consequently providing future researchers with one method for assessing authentic
leadership.

Our results suggest that it is possible to discriminate the authentic leadership measure from other related
leadership orientations (e.g., ethical leadership Sajfert, D. 2017). At this early stage in the development of the
ALQ, we considered differentiating the authentic leadership construct from ethical leadership to be the more
important priority. Nevertheless, it is encouraging to note that the basic factor structure of the ALQ held up
across the Serbian, Croatian and American settings, suggesting that the core components of authentic leadership
may generalize across cultural contexts.

The study has, notable strengths. First, the conceptualization and operational definition of the new authentic
leadership were theoretically driven. Thus, although results from CFAs suggested that the measure could be
further improved, it is unlikely that the basic conceptualization will expand to include additional major sub-
dimensions. Other strengths include the use of multiple samples of followers and leaders from a broad spectrum
of organizations and cultures and relatively large sample sizes for the testing and cross-validation of the
instrument.

PRACTICAL IMPLICATIONS

This research has practical implications for organizations interested in authentic leadership development. Given
sweeping concerns regarding ethics and leadership, the scales offer organizational human resource professionals
one reliable and valid instrument for examining the level of authentic leadership exhibited by its managers.

The notion that authentic leaders may possess the ability to enhance follower commitment and citizenship
behaviors is very promising, especially given the positive relationship between these constructs and
performance. Indeed, by combining authentic, and ethical, leadership, we may be able to provide some of the
strongest positive impacts on long-term motivation and sustaining high levels of performance.

Overall, given recent attention being paid to the role that leaders play in follower engagement at work, and
suggestions that engagement at work is best enhanced when employees feel they are supported, recognized, and
developed by their managers, our findings may be especially timely and relevant to practitioners. Moreover,
given the spate of high-profile unethical cases of leadership, the authentic leadership may prove to be a useful
means of providing early evidence to identify those leaders who may not always adhere to the highest ethical and
moral principles in terms of their decisions, actions, and behaviors. Such data could be used as the basis for
recommending further leadership development or for more closely monitoring of the leader to avoid ethical
meltdowns in organizations.

CONCLUSION

In this article we have outlined a four-component model of authentic leadership and then described the
antecedents and outcomes of these components for leaders and followers. In addition, we discussed the
mechanisms through which authentic leaders can positively effect followers and provided implications
for research and practice. Given the relative newness of the construct of authentic leadership, we hope
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that our model will (see Table, 1.) a) stimulate further conceptual development in the areas of
psychological authenticity and authentic leadership, b) lead to a programmatic effort to develop a
multicomponent measurement framework for authentic leadership, ¢) inspire empirical investigations
of antecedents and outcomes of authentic leadership such as those specified herein, and d) aid
researchers and practitioners working on the design of interventional programs aimed at developing
the authentic leaders of tomorrow.

Discriminant validity. We expected the authentic leadership measure would be significantly related to
ethical leadership. As shown in Table 5, the four dimensions of the authentic leadership are positive
and significantly correlated with ethical leadership and the four dimensions leadership, providing
initial support for Hypothesis 1.

As stated at the outset, this research was driven by three main objectives: (a) to develop and test a
higher order authentic leadership measure, (b) to demonstrate the utility of authentic leadership as a
construct by documenting its ability to explain additional variance in key organizational outcomes
beyond ethical leadership, and (c) to provide insight into the relationship between authentic leadership
and follower job satisfaction and performance. To accomplish these objectives, four independent
samples were employed—two from a university setting and two from field settings. Of the field
studies, one was conducted in the West (United States - California) and the others in developing
economies (Serbia and Croatia) using a sample of state-owned and multinational firms, respectively.
The use of such diverse samples enhances the potential generalizability of the findings while bringing
into focus the context in which leadership is embedded (Kreiner, J. 1996 , Kreiner, J., & Putcha, C.
(2005), Sajfert, D. 2018, Sajfert, D. et. al. 2017).
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ABSTRACT

The purpose of the paper is to identify the opportunities for the development of innovative economy in Russian
regions by using expert assessments. Opportunities for the development are assessed on a five-point scale based
on the influence strength and the implementation opportunity. To process the survey, we use a fuzzy logic device
that allows presenting the results as an optimistic and pessimistic forecast. Expert assessments of the
opportunities for the development of innovative processes have shown a variety of expert opinions and high
level of consistency on a number of fundamental issues. Experts highly appreciated the importance of
developing innovative infrastructure. However, the probability of creating such infrastructure is estimated at a
low level. Experts highly appreciate the impact of government programs on the development of innovative
processes. The probability of their implementation is estimated at the middle level in an optimistic forecast, and
at the low level in a pessimistic. As for the power of the state's influence on the functioning of market economy
entities, the conclusion is made about its high level in the optimistic forecast and middle in the pessimistic; the
probability of its implementation is middle according to the optimistic version and low in the pessimistic.

Key words: innovative economy, Russian regions, expert assessment

INTRODUCTION

Innovative development of the economy is declared one of the most important directions of state
policy at the Federal level in Russia. A natural consequence of this attitude is the formation of
directions for the development of an innovative economy with the participation of Federal and
regional authorities (Getmantsev et al., 2018); Treshchevsky et al., 2018). The scientific literature
explores various opportunities for the development of innovative processes. Attention is paid to the
formation of "smart cities", especially within urban agglomerations (Treshchevsky et al., 2018;
Mkrttchian et al., 2018; Plotnikov et al., 2019; Getmantsev et al., 2019), improving education systems
(Treshchevsky et al., 2019). To clarify the opportunities for the development of innovative processes
in Russian regions, we conducted a survey of experts from four cities in Central Russia: Voronezh,
Bryansk, Kursk, and Orel. The experts were professors from the universities of these cities involved in
the development of strategic planning documents at the regional and municipal levels.

MATERIALS AND METHODS
Questions for the expert survey were formulated by the expert community of the VVoronezh region,

which included teachers of the VVoronezh State University, employees of the Department of Economic
development of the government of the VVoronezh region, heads of enterprises and banks in the region.
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In total, experts formulated 18 opportunities. In the future, the authors of this paper divided the issues
into three blocks: the impact of state programs; the creation of innovative infrastructure; and the
actions of the state in the sphere of activity of market economy entities. Experts assessed the impact of
each of the opportunities and the probability of its implementation. The probability was estimated not
in the classical version - from 0 to 1.0, but in points from 1 to 5. At the same time, the authors of the
paper proceeded from the need to ensure comparability of the results of the assessment of the power of
influence and the probability of its implementation. The five-point scale is used because it is well
known in Russia and has been tested in assessing the level of students' knowledge. All experts have a
clear idea of what each score means. Points were assigned to each opportunity as follows: the power of
influence of the opportunity / the probability of implementing of the opportunity is the most
significant 5 points; significant 4 points, insignificant 3 points, extremely insignificant 2 points. There
are no absolutely insignificant opportunities among the formulated ones, since they were proposed by
the expert community as relevant. To obtain a general assessment of the power of influence and the
probability of the realization of opportunities, the arithmetic averages were calculated. The average
values were adjusted to identify an optimistic and pessimistic variant, using fuzzy indices for each
opportunity. The calculation of fuzzy indices is made according to the method of Konysheva et al
(2011), Nazarov (2016). The general meaning of using the fuzzy index for this purpose is as follows:
the larger the fuzzy index, the less consistent the expert opinions are. Therefore, including it in the
correction by reducing the values of the arithmetic mean, we tend to be pessimistic, because we are
guided by the opinions of experts who evaluated the opportunities at a low level. Adjusting the
average by increasing it, we focus on the optimal option, that is, on the opinions of experts who rated
the opportunity highly.

The calculations were carried out using the Excel program according to the following formulas:
Adjusted average (pessimistic version) — formula 1:

Xien=—2— )
X1

Where:

Xicn — adjusted average value of the power of influence or the probability (pessimistic variant)
Xi — average value of the i-th parameter (opportunities)

Ki —fuzzy indices of the i-th parameter (opportunities)

Adjusted average (optimistic version) — formula 2:
Xico =Xi+xixKi (2)

Where:

Xico — adjusted average value of the power of influence or the probability (optimistic variant)
Xi — average value of the i-th parameter (opportunities)

Ki — fuzzy indices of the i-th parameter (opportunities)

The calculation results were rounded to hundredths of a unit.

The interpretation of the results was carried out as follows: above 4 points — a high power of influence
or probability of realization of the opportunity, from 3 points to 3.99-an average influence, from 2
points to 2.99 points-a weak influence.

RESULTS

The results of calculations of the average values of the impact of programs for the development of the
innovative economy are presented in Table 1.
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Table 1: Power of influence of programs for the development of innovative economy in the region

Assessing the impact of opportunities
|y | el [T
an innovative economy g ruzzy rage erage
value indices (pessimisti | (optimistic
C version) version)
1. Development and implementation of federal state
programs that ensure innovative development of the 4,60 0,06 3,66 4,86
economy
2. Development and implementation of regional state
programs that ensure innovative development of the 4,20 0,07 3,30 4,47
economy
3. Expanding the region’s participation in the
implementation of the National technology initiative 4,44 0,08 3,30 479
4. Implementation of PPP projects with the
participation of universities and research institutes 3,78 0,09 2,82 412
5. Implementation of information policy aimed at
increasing the prestige of innovative and scientific 400 006 327 422
activities; promotion of innovative culture through the ' ! ! '
media and the Internet

As can be seen from the data presented in Table 1, all programs for the development of the innovative
economy received a high rating for the optimistic version. The highest possible ratings do not exceed the
average value for the pessimistic version. The lowest rating was given to the impact of public-private
partnership (PPP) projects with the participation of universities and research institutes (opportunity 4). The
highest points were awarded to programs for the development of the innovative economy at the Federal
level, including those involving the region (opportunities 1, 3). The calculation of the impact of
infrastructure projects is presented in Table 2.

Table 2: Power of influence of infrastructure projects for the development of innovative economy in

the region
Assessing the impact of opportunities
an innovative economy - AR S 9
value indices (pessimisti | (optimistic
C version) version)

6. Development of innovative infrastructure
(engineering centers, technology transfer centers,
centers for the collective use of scientific equipment, 4,56 0,06 3,53 4,84
technology parks) with the participation of the state
7. Creation and development of innovative clusters 3,89 0,04 3,40 4,03
8. Opening and development of technology parks with
an acceleration program and production centers for 3,78 0,10 2,78 4,14
collective use of equipment
9. Creation of scientific and educational centers based
on integration of universities, scientific organizations 411 0,08 3,13 4,42
and their cooperation with enterprises
10. Formation of inter-university research centers for
the creation and commercialization of innovative 3,67 0,05 3,13 3,84
developments

As can be seen from Table 2, the most optimistic option was the development of innovative infrastructure
that includes engineering centers, technology transfer centers and other high-tech structures with the
participation of the state (opportunity 6). The lowest rating is a pessimistic variant of innovative
development based on the centers of collective use of technoparks (opportunity 8). The average level of
influence was assigned by experts to innovative objects with the participation of research institutes and
universities (opportunities 9, 10). Table 3 presents the results of calculations of the power of influence of
opportunities for the development of the innovation economy based on the state's actions in its market
sector.
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Table 3: Power of influence of state actions in the sphere of activity of market economy subjects

Assessing the impact of opportunities

Opportunities for developing Average Fuzzy ésjeliztge: ésjeurZSed
an innovative economy A L2 S 9
value indices (pessimisti | (optimistic
C version) version)
11. Formation of cooperation with foreign companies
to introduce technological and product innovations;
integration of regional producers into international 4,33 0,08 3,18 4,69
value chains
12. Creating an environment for online
communications between innovation developers, 411 0,08 3,12 4,43
businesses and government agencies
13. Central Bank's reduction of the key rate 3,67 0,11 2,61 4,07
14. The influx of venture capital 4,00 0,06 3,23 4,24
15. Formation of the intellectual property market 3,67 0,09 2,74 4,01
16. Expansion of training and retraining of specialists
with competencies that meet the requirements of the 4,00 0,10 2,88 4,39
innovation economy
17. State support for talented scientists and specialists
in the field of scientific, technological and innovative 4,22 0,07 3,22 4,53
activities
18. State support for small innovative enterprise 4,33 0,05 3,54 4,56

An analysis of the data presented in Table 3 allows us to state that the greatest potential for innovative
development is in cooperation with foreign companies in introducing technological and product
innovations (opportunity 11). Low values of the power of influence on innovation processes were assigned
by experts to reduce the Central Bank's key rate (opportunity 13) and to train specialists with competencies
that are adequate to the requirements of the innovation economy (opportunity 16). This assessment seems
rather strange, since in this case the experts were well-known representatives of university science in
Central Russia. Table 4 presents data characterizing the probability of implementing programs to develop

an innovative economy in the region.

Table 4: Probability of implementing of programs for the development
of the region's innovative economy

Assessing the probability of implementing

opportunities

Opportunities for developing Adjusted Adjusted
an innovative economy Average Fuzzy average average
value indices (pessimisti | (optimistic
C version) version)
1. Development and implementation of federal state
programs that ensure innovative development of the 4,20 0,08 3,18 4,52
economy
2. Development and implementation of regional state
programs that ensure innovative development of the 3,67 0,10 2,72 4,02
economy
3. Expanding the region’s participation in the
implementation of the National technology initiative 3,67 0,03 3,28 3,78
4. Implementation of PPP projects with the
participation of universities and research institutes 2,89 0,06 2,46 3,06
5. Implementation of information policy aimed at
increasing the prestige of innovative and scientific
activities; promotion of innovative culture through the 3,33 0,04 2,90 3,48
media and the Internet

It is noteworthy that experts lower than the power of influence estimate the probability of
implementing programs for the development of the innovative economy of the region. Thus, only two
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opportunities (1 and 2) received a high rating even for an optimistic variant. According to the
pessimistic version, three opportunities are rated at a low level (2, 4, 5). In terms of influence, only
one opportunity was evaluated for the pessimistic option at a low level (table 1). PPP projects with the
participation of universities and research institutes received the lowest values for the power of
influence and the probability of realizing opportunities. Table 5 presents data that characterize the
probability of implementing infrastructure projects for innovative development of the region's
innovative economy.

Table 5: Probability of implementing of infrastructure projects for the development
of the region's innovative economy
Assessing the probability of implementing
opportunities

Opportunities for developing Adjusted Adjusted

an innovative economy Average Fuzzy average average
value indices (pessimisti | (optimistic

C version) version)

6. Development of innovative infrastructure
(engineering centers, technology transfer centers,
centers for the collective use of scientific 3,63 0,09 2,75 3,94
equipment, technology parks) with the participation
of the state

7. Creation and development of innovative clusters 3,56 0,07 2,89 3,79
8. Opening and development of technology parks
with an acceleration program and production 3,33 0,05 2,84 3,51

centers for collective use of equipment

9. Creation of scientific and educational centers
based on integration of universities, scientific 3,33 0,09 2,57 3,63
organizations and their cooperation with enterprises
10. Formation of inter-university research centers
for the creation and commercialization of 3,00 0,08 2,44 3,23
innovative developments

The data presented in Table 5 demonstrate a high level of pessimism among experts regarding the
probability of realizing opportunities for developing innovative economies based on infrastructure
projects. Even in the optimistic case, there is no rating that reaches a high level (according to the
power of influence four opportunities were assigned the highest value). According to the pessimistic
version, all opportunities were assessed as weak (only one opportunity received the "weak influence"
rating for the strength of the influence). In other words, experts believe that the probability of
implementing infrastructure projects that are of high importance for the development of innovative
processes in the economy of the regions is low. Similar calculations were made with regard to the
actions of the state in the sphere of functioning of market economy entities. According to the
optimistic version of the assessment, three opportunities received a high level of probability (12, 16,
18). The probabilities of implementing other features are estimated at the average level. In a
pessimistic survey, only the opportunity «State support for small innovative enterprise» received an
average rating, while the rest received a low rating. The probability of cooperation with foreign
companies in the innovation sector (2.23 points) received the lowest ratings for the pessimistic variant,
while the optimistic one received the inflow of venture capital (3.22 points).

CONCLUSIONS

Thus, expert assessments of the opportunities for developing innovative processes in the regional
economy demonstrate both a variety of expert opinions and a fairly high level of consistency on a
number of fundamental issues. Among the agreed positions, a high assessment of the significance of
the development of innovation infrastructure with a low probability of these events is essential. In
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addition, experts highly appreciate the power of influence of state programs and projects for the
development of innovation processes. The probability of their implementation with an optimistic
forecast is estimated mainly at the average level, with a pessimistic one, mainly at a low level. With
regard to the power of the state's influence in the functioning of market economy entities, an optimistic
conclusion is made about its high level. In the pessimistic version, the power of influence is estimated
mainly as average. The probability of implementing various forms of such participation is generally
average according to the optimistic version, and low according to the pessimistic one.
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ABSTRACT

Quality of products and services are an imperative metric for achieving competitiveness on the international
market. Therefore enterprises should focus on satisfying the needs of customers through adequate quality
management systems. The necessity for high quality products and services comes not only from the expectations
of customers, but also from the requirements put on by the fourth industrial revolution - Industry 4.0. SMEs have
to conduct business within the frameworks of Industry 4.0. In this paper the focus is on product and service
quality, but also on overall business quality. A theoretical model for business quality improvement is proposed
and suggestions for improving business quality are discussed. The paper acts as a basis for future research in this
domain and provides useful insight into the domain of business quality within the framework of Industry 4.0.

Key words: Business quality, Industry 4.0, Product quality, Competitiveness.

INTRODUCTION

Small and medium-sized enterprises (SMEs) amidst the changes which are brought by the
globalization of markets face challenges when it comes to achieving a competitive position on the
international market. Besides the challenges which are brought on by globalization, SMEs have to
conduct business within the framework of the fourth industrial revolution - Industry 4.0, in order to
obtain adequate competitive ability (Ungerman, Dedkova, & Gurinova, 2018). The Industry 4.0
concept is characterized by the application of advanced information-communication technologies
(ICT) such as cloud computing, Internet of Things (loT), Internet of Value (loV), social product
development, advanced robotics, wireless sensors, cyber-security, machine learning, blockchain
technology, 3D printing, Big Data Analytics and other (Lu, 2017). These high-end technological
solutions have the potential to increase productivity and overall business performance. However, it is
necessary to address cost-benefit ratios when it comes to implementing a modern Industry 4.0
technological solution, as this will decrease the potential risk of implementation failure. Besides the
importance of modern technology application in various business processes, product quality, and
overall business quality also have a key role in achieving competitiveness. Effective quality
management has be shown to improve innovation processes and competitiveness (Kafetzopoulos,
Gotzamani, & Gkana, 2015). This further implies that high quality products have a bigger chance to
increase the competitive ability of an enterprise. Now, domestic enterprises lack adequate quality
products, productivity, and the average age of manufacturing equipment is between 20 and 30 years
(Coékalo, Pordevic¢, Bogeti¢, Bakator, & Besi¢, 2019). Therefore, domestic enterprises are far from
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being competitive on the global market. This further results in with low competitiveness on a national
level. Certainly, there are issues which have to be addressed.

In this paper the importance of business quality and conducting business within the frameworks of
Industry 4.0 are analyzed. The goal of the paper is to present a model for improving business quality
as an important metric of competitive ability. The paper consists of four main sections (excluding the
“Introduction” and “Conclusion” sections). First, conducting business within the framework of the
fourth industrial revolution is discussed. Next, the importance of quality management and business
quality is addressed. In the third section, the model for improving business quality is presented and
discussed. In the fourth section, suggestions and guidelines for improving business performance and
business quality are proposed. Afterwards, conclusions are drawn and guidelines for future research
are proposed.

CONDUCTING BUSINESS IN THE FOURTH INDUSTRIAL REVOLUTION - INDUSTRY
4.0

SMEs have to adapt to the changes which are partly brought by the globalization of markets, and
partly by Industry 4.0. Conducting business within the frameworks of Industry 4.0 involves three main
aspects of a SME business model which are value creation (tasks and processes which operate in a
business ecosystem with a goal to provide value for the customer), value offer (specific, individual
products and services of a company, which are offered to the customer) and value capture
(monetization of value which is given to the customer - means of compensation by the customer),
(Miller, Buliga, & Voigt, 2018). In the same study it was noted that Industry 4.0 is not only changing
manufacturing systems, but also overall working and living environments. It is evident that modern
technologies which are the core of the Industry 4.0 concept have the ability to create value for
customers more easily through higher innovation potential. Therefore, Industry 4.0 principles and the
whole concept is rather appealing to SMEs as it provides technologies which may improve flexibility,
customer proximity and reactivity (Moeuf, Pellerin, Lamouri, Tamayo-Giraldo, & Barbaray, 2017).
Some of the Industry 4.0 principles include real time data management, virtualization, interoperability,
agility, decentralization, integrated business processes and orientation towards services (Mittal, Khan,
Romero, & Wouest, 2018). Through modern ICT technologies SMEs have the ability to mere
effectively develop innovations which add value to their customers, hence increasing their competitive
ability on the global market. Certainly, without innovation-rich and high-quality products SMEs can
hardly achieve a sustainable competitive position of globalized markets. Industry 4.0 technologies
have made it possible for enterprises to develop newer, leaner business models which can give them a
better chance on the market.

Implementing modern technologies requires adequate management and employee expertise, adequate
financial resources and infrastructure as well as a well-defined long-term strategy for the implemented
technology. This a higher rate of success is ensured, as implementing a modern technology can impose
certain risks to the enterprise. Risks of implementing Industry 4.0 technologies within SMEs are the
lack of expertise in SMEs, short-term strategies without long-term strategic goals, speed of
technological advancement which could make a newly implemented technology obsolete, and
employee resistance as they can perceive Industry 4.0 technologies as a tool of surveillance (Moeuf et
al., 2019). In the same study the main success factors of implementing Industry 4.0 technologies in
SMEs are pointed out which are employee training, conducting a thorough analysis before starting a
project, adequate communication between employees and managers, hierarchical alignment within the
company, managers participating with other managers in exchanging support, continuous
improvement strategy, good IT infrastructure, and simplification of Industry 4.0 tools.

It is evident that conducting business within the framework of Industry 4.0 requires SMEs to
implement and apply technologies which allow the increase of innovation, productivity and quality of
products in order to achieve and maintain a competitive position on the market. However, as noted
before, there are risk involved in the implementation and application of these modern ICT, and it is an
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imperative for enterprises to carefully calculate the benefit-risk ratio in order to avoid critical failure
especially in severely dynamic markets such as high-tech markets. In the next section, the importance
of product quality, quality management and business quality overall in the process of achieving
competitiveness is addressed.

QUALITY AS AN IMPERATIVE FOR ACHIEVING COMPETITIVENESS

Quality management and its main practices: strategic quality planning, supplier quality, supplier
quality, process monitoring and control and strategic quality management, represent critical quality
management practices and they affect business quality and financial performance (Parvadavardini,
Vivek, & Devadasan, 2015). Therefore, it is necessary for an enterprise to practice quality
management principles. There is a certain link between quality performance (humber of final products
without the need of rework, and perceived quality market outcomes) and competitive advantage of an
enterprise on a market (Kafetzopoulos, & Gotzamani, 2015). If taken into consideration the constant
fragmentation and segmentation of markets, it is evident that SMEs have to adapt in order to maintain
a competitive position on these markets. Now, product and service quality also have to adapt, meaning
that quality has to be improved over time in order to satisfy the needs and expectations of customers.
As SMEs are an important part of economic growth, it is necessary for them to achieve adequate
business and market performance. Delivering consistent and high quality products and services can
positively affect competitiveness on the market (Kr Singh, 2011). When it comes to implementing
guality management systems, it was found that it has the potential to increase business performance
and improve competitive advantage. Now, enterprises have to address the cost-benefit ratio when
considering the potential benefits of an effective quality management system. Surely, such system can
improve product quality, but research has shown that product quality doesn’t necessarily come from
implementing quality management systems nor does a quality management systems secure constant
quality (Bakator, & Codkalo, 2018). This is due to the fact that enterprises tend to increase quality
short term in order to acquire a quality management system certificate, and afterwards the increase in
quality decreases to previous levels. Hence, organic quality, and organic increase in quality is far more
important compared to certification. This further indicates that SMEs don’t necessarily need a quality
control system which is based on a certified quality management system, but rather focus on the needs
of the customers, and organically increase quality where needed.

Increasing product quality can reduce manufacturing costs, which further allow SMEs to sell their
products for a competitive price. This way a more favorable position on the market can be achieved.
Based on the noted function of quality in SMEs, it is safe to assume that quality plays a crucial role in
achieving and maintain a competitive position on the market.

A MODEL FOR IMPROVING BUSINESS QUALITY

After analyzing the characteristics of conducting business within the framework of Industry 4.0, and
considering the importance of product quality and overall business quality for achieving
competitiveness on the international market, a model for improving business quality is developed. The
model is presented on Figure 1. It integrates several crucial quality management tools and concepts
with the goal to broadly address quality issues and challenges within an enterprise. The main goal of
the model is to depict the main mechanics in the business quality improvement process.
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Figure 1: A model for improving product quality and overall business quality

Based on Figure 1. it is evident that at the core of the model is the analysis of customer feedback, and
according to this feedback data, improvements are made. Additionally, details on the model’s elements
and sub-elements are noted:

Market - includes the customers, products, services, and how customers perceive the quality of
these products and services.

Feedback - the main element of the model and the core of the improvement process. Through
the feedback information from the customers, the enterprise analyses customer satisfaction and
arranges adequate changes and improvements.

Analysis - objective quality and perceived quality is compared and differences are identified.
This way gaps between objective and perceived quality can be reduced in order to increase
product quality.

Business quality standardization - includes defining crucial quality control procedures and
processes which should be controlled, statistical quality control, and the implementation of
quality management systems. This module of the model is connected and interlaced with other
activities such as: analyzing customer wishes; resource management and effective resource
allocation; measurements of the current state in the enterprises, analyzing and conducting
improvements; defining and managing responsibility; involving every employee in the
improvement process; and conducting value adding activities.

TQM activities - includes several concepts such as focus on customers’ wishes, needs and
expectations; implementing and developing integrated systems within the enterprise; involving
employees in the quality improvement process; effective communication between employees
regardless of the hierarchical structure in the enterprise; aiming at continuous improvement of
business processes and improving procedures in order to increase business quality; and strategic
long-term planning with a systemic approach to improving business activities.

Customer evaluation after improvements - in order to increase product quality and business
quality overall, it is necessary to conduct periodic re-evaluations of customer satisfaction and
the level of their fulfillment.
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The presented model graphically presents the potentially effective activities which may increase
business quality. This increase in business quality (including product and service quality) may further
positively affect business and market performance. This assumption is based on the notions discussed
in the literature review section of this paper. Namely, increasing product quality can increase the
competitive ability of an enterprise, as higher quality and lower number of defect products allows
enterprises to sell their products for a more competitive price on the market. The improvement
measures in this particular model are mainly generalized and specific improvement actions depend on
the type and size of the enterprise, market size, industry, and other business and market metrics.

SUGGESTIONS AND GUIDELIES FOR IMPROVING BUSINESS QUALITY

Taking into consideration the domestic economy, the business performance of domestic enterprises on

globalized markets and the models of conducting business within the framework of Industry 4.0,

suggestions and guidelines for improving business quality are proposed. As note earlier in this paper,

quality management, and high quality products and services are an imperative for achieving and

maintaining a competitive position on the market. The suggestions and guidelines are as follows:

- SMEs should analyze perceived and objective quality and optimize product quality accordingly;

- Standardizing quality through procedures, statistical quality control applications, and quality
management systems;

- Analyzing customer wishes is a crucial part of developing products and services which will
bring success on the market;

- every employee should be involved in creating value;

- SMEs should focus on customers and on continuously improving product, service and process
quality;

- Establishing a cost-effective infrastructure for improving product, service and process quality,
as this would reduce improvement costs in the long-term;

- SMEs have to develop a strategic as systemic approach towards improving their products and
services.

As domestic enterprises lack productivity, quality, innovation and ICT application, the main goal is to
improve these metrics in order to increase the competitiveness potential on the international market.
The presented model in this paper provides a concise insight into the improvement dynamics of
business quality. Continuous improvements based on customer feedback is an important and necessary
first step towards better competitive ability.

CONCLUSION

The lack of high and constant quality products, the lack of innovation, and the lack of modern ICT
applications are the main issues that domestic enterprises face and which make it difficult, and
virtually impossible for domestic SMEs to be competitive on globalized international markets.
Standardizing product quality is the first crucial step towards increasing overall business quality.
However, continuous improvement is needed for long-term success and strong competitive positon on
the market. Besides the challenges which are brought on by the globalization of markets, and their
constant fragmentation and segmentation, the concept and conducting business within the framework
of Industry 4.0 also puts pressure on domestic SMEs. It can be concluded that the prolonged
transitional process of the Serbia has taken its toll, as the fast-paced changes in the domain of
manufacturing, marketing, quality, and innovation, are a lot for the average domestic enterprise.

The main limitation of this paper is the lack of empirical data from domestic enterprises. However,
given the goal and concise nature of the paper, this limitation is acceptable. For future research it is
recommended to analyze quality improvement methods and tools applied in domestic enterprises. The
collected should be compared to other published data in this domain. Further, this opens doors for a
structured meta-analysis. This study provides solid basis for future in this domain.
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ABSTRACT

Nowadays companies are too little aware of the importance of the target group of older consumers, which today
is definitely ahead of the rest of the target group, as the number of older people only increases over the years,
while the number of births decreases. Therefore, it is even more strategically important for companies to not only
focus on young customers, who are still the most desired consumers, but also start focusing on older generations
and their needs for specific products or services. Targeting the older generation considering life stage, health,
marital status, hobbies, lifestyle is presented as a more efficient approach to reconstruct positively images of
ageing. This main goal of this paper is to find out how advertising in the print media affects the purchasing
decisions of older customers. We investigated how factors based on print media (price, quality of a product or
service, attractiveness of a print ad) affect their purchasing decisions. We will also try to identify the advantages
and disadvantages of print media for older customers and what they think about advertising products or services
in print media themselves. Research has shown that the print media are present in the lives of older customers
and influence their purchasing decisions.

Key words: Advertising, print media, older consumers, older generation, consumer behaviour.

INTRODUCTION

Changes in population structure matter due to the extent to which organizational and social lives are
often built on past notions of age rather than on present and future changes. Thus, life in industrial
nations has been typically structured round age-related transitions from education to employment to
retirement. The embedded economic assumption was that there were sufficient numbers in work to
support those not working. Aging populations, with recent improvement in incomes, health and
nutrition resulting in increasing longevity, raise marketing as well as major public policy challenges
(Gratton & Scott 2016). Similarly, flexible working practices and gradual transitions between life-
stages result in more heterogeneity among older individuals, making re-examining earlier views of
aging necessary. In marketing, age is often conceptualized in chronological terms, whereby product
ranges are targeted to those above a certain age, such as 65 (Nunan & Di Domenico 2019).

Regarding the current underrepresentation and misrepresentation of the over-50’s population and the
negative consequences marketing can have in self-image, attitudes and behaviours, recommendations
for future campaigns based on a more informed and empathetic approach have been considered.
Targeting the older generation considering life stage, health, marital status, hobbies, lifestyle is
presented as a more efficient approach to reconstruct positively images of ageing through more
acceptable and numerous depictions of older people, taking part in the socialisation process and
putting an end to age discrimination (Gimenez 2019).

Creative media advertising is an advertising strategy where in a non-traditional medium is creatively
used for advertising purposes. This novel advertising strategy is gaining marketers’ interest; however,
little is known about its persuasive effects on consumers’ cognitive, affective and behavioural
responses and the processes that underlie them (Rauwers et al. 2018).
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ADVERTISING AND OLDER CONSUMERS

Major brand marketers over the years have demonstrated a distinct obsession with age. People are
segmented off into age ranges like 18 to 34, 35 to 50, and over-55, as if our buying patterns,
motivation, and lifestyles are homogenous and based primarily on how many years we’ve been alive.
Life stage and age have been decoupling over the past generation, with milestones like education,
marriage, kids, career, and retirement becoming unmoored from traditional age constraints (Beer
2019).

The world needs experienced, creative, older people in the advertising industry. Brands need to target
not only a younger audience a greater priority in needed for older consumers. Ultimately, we need to
achieve balance. Balance in the work place, balance in the audiences and, most of all, balance in our
approaches to advertising and marketing. The IFA currently partner with WHO to host a series of
webinars that are part of an ongoing dialogue to bring to knowledge, new ideas and innovation around
age-friendly environments and to end ageism (Mokhiber 2019).

There is much that the advertising industry can do to amend their perpetuation of these negative
images of ageing. Apart from the need for a change of attitude by young advertising executives who
see themselves as the most important group in society, there is also the problem of limited creative
imagination among the advertising industry when dealing with older consumers. It is easier to use the
shorthand of stereotypical messages than it is to face the creative challenge of producing sophisticated,
innovative well researched, un patronising advertising campaigns featuring and targeting older
consumers. There is evidence of a small number of advertisers who have managed to create
advertising, which uses older people as integral members of society, rather than as something quaint,
comical or to be pitied (Carrigan &Szmigin 2000).

Older people consume like everyone else; some are less affluent and buy discount brands; others are
more prosperous and buy premier brands. All wish to be treated with respect and dignity. This means
that advertising which is targeted at them should be aspirational in their terms, and when portraying
old age, it should use fit, active and healthy role models from their own generation. At the same time,
if advertisers use older people to reach younger markets, their portrayal should avoid mockery and
ridicule. Many older consumers wish to see at least some advertisements with which they can identify,
and will switch to brands which recognise their existence and portray them as attractive people with
plenty to offer. By behaving detrimentally towards older people, advertisers not only violate their
ethical responsibilities, they also potentially violate their commercial responsibilities by failing to
reach an important and affluent consumer market. It is time for the advertising community to assume
their responsibility for the ethical standards of their industry towards the older generation (Conway
2019).

The presence of older models in ads associated with an adequate representation of ageing can
contribute to responding to their spiritual needs. First, as they need to restore their personal dignity,
older adults are very sensitive to the place given to them in advertisements. Seeing older models who
give a realistic yet respectful representation of ageing gives them the feeling that they have a valuable
place in society. An adequate representation can also reduce the negative stereotypes associated with
ageing, and contribute to improving the image that people have of the elderly. Then, using older
models in ads contributes to reducing the anxiety and the negative feelings such as not being
understood and feeling lonely (Chevalier & Moal-Ulvoas 2018).

EMPIRICAL FINDINGS

First, we prepared a survey questionnaire containing open and closed questions. The survey was
conducted in major cities across Slovenia. We asked random people over 65 years old.
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The main purpose of the survey was to obtain how advertising in printing media is influencing
purchasing decisions of older consumers.

The total number of respondents for carrying out a market survey was 100 of this, 70 were women and
30 were men. In the following, we were interested in the age group of the respondents, finding that 59
persons belong to the age group between 65 and 75 years, 35 persons belong to the age group between
76 and 85 years, at least, only 6 persons in the sample are older from 85 years.

First, we were interested in how much attention the respondents paid to the print media.

60%

51%
50%
A0%
30%
20% 19% 18%
N N -
| N

| didn't pay attention |'m a little attention | pay attention | pay attention | am very attentive
occasionally

Figure 1. Attention paid to print media

Most respondents (51%) said that they pay attention to print media, while 19% of respondents said
they pay a little attention to them. 18% occasionally pay attention to print media

Then we interested in which print media respondents noticed the most advertisements.

Catalogues retailer receiving by mail _ 64 %
Advertisements in newspapers _ 17 %
Advertisements in magazines - 12 %
Leaflets - 5%

Other ' 1%

0% 10 % 20% 30% 40 % 50 % 60 % 70%

Figure 2. Advertisements in print media
Furthermore, we were interested in which retailing companies' ads attract the most respondents.

We have provided ten different retailing companies with the possibility that respondents can select the
three companies whose ads are most attractive to them. However, they were able to choose an answer
that did not concern any pre-proposed retailing company. The most frequently mentioned companies
were Tus (42%), Lidl (41%), Mercator (38%) and Hofer (37%). Spar (31%) was mentioned less
frequently, followed by E. Leclerc (19%) and Eurospin (18%). Jager mentioned 10% of respondents,
Rutar 8%, and Hervis only mentioned 3% of respondents. 35% of the respondents answered that they
were most attracted to the advertisements of a retailing company which was not given among the
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possible answers. 4% said they were not attracted to any retailing company, and one person did not
answer the guestion.

We were also interested in what attracted the most respondents to retailing companies' ads. Several
answers were possible.

Tug
Lidl

Mercator I 38 %
Hofer .. 37 %
Spar . 31%
E.leclerc e 19 %
Eurcspin e 18 %
Jager N 10 %
Rutar [N 8%
Hervis I 3%
Other e 35 %
MNone retailing company BN 4 %
Mo answer B 1%
0% 5% 10 % 15% 20 % 25% 30 % 35% 40 % 45 %
Figure 3. Advertisements in retailing companies
ne (70 » » R
Lid 19 12 2 a1 =
Mercator (NS z 2z SN
Horer 361 1 5 T
spar 4210 7 2% B T
E.Leclerc 13 1 13 9 13
Eurospin 2 § 14 18 s
Jager 5 4 5 7 3
Rutar | 7 15 15
Hervis il:l.‘ll
0 20 40 60 BO 100
Colorful ads The intelligibility ads A diverse offer Price advantage ™ Product quality

Figure 4. The most attractive ads to retailing companies

The respondents had several possible answers to this question. Thus, they were able to decide, among
other things, whether the advertisements of the given retailing companies were more attracted by the
colour of the advertisement, the intelligibility of the advertisement, the diverse offer, the price
advantage, the quality of the products or the combination of all of the above.

Respondents were most attracted to the colour of the advertisement with Lidl (19), the intelligibility of
the advertisement with Tus$ (13), Lidl (12) and Hofer (12), the diverse offer at Tus (29), Mercator (27)
and Spar (27), Lidl (41) and Tus$ (38), and the quality of products attracts the respondents by far the
most at Mercator (35).

We were further interested in how often respondents decide to purchase a particular type of product /
service based on an advertising in print media.
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Table 1. : Estimate the frequency of a product / service purchase based on an advertising in print

media
Frequency estimate (%)

Products / Services Very rare Rarely | Occasionally Often Very often
Food products 5 9 23 42 21
Medical devices 17 20 29 29 5
Home and household products 17 24 38 20 1
Cosmetics 19 22 40 15 4
Cleaning products 20 28 37 12 3
Clothing and footwear 25 24 36 13 2
Products for free time 39 17 26 17 1
Travel and vacation 48 18 21 12 1
Furniture 55 24 17 4 0
Appliances and Electronics 59 23 14 3 1
Motor vehicles 82 15 2 1 0

The table shows that respondents most often decide on an advertising in print media to buy food
products. They are followed by medical devices and home and household products. But the least
decide to buy motor vehicles, appliances and electronics.

We were also interested in how different factors affect a respondent's purchase of a product / service
based on a visible advertising in print media.

Table 2. Impact of various factors on the purchase of a print advertising product / service

Impact assessment (%)
Factors Not Influence Less influence Partly influence Very influence
Price 4 2 16 78
Usefulness 4 4 27 65
Product quality 4 7 26 63
Features 6 15 37 42
Design 10 23 35 32
Brand 30 25 28 17

As many as 78% of respondents believe that the price has a great influence on their purchase of the
product / service. Impact strength is followed by usability, with 65% saying it has a big impact on their
purchase, and a product quality that has a big impact on purchase in 63% of respondents. Features that
have a very strong influence on 42% of the respondents and a design that has a great influence on the
purchase in 32% of the respondents have a slightly weaker influence on the purchase.

We were interested in whether the respondents see a print advertising intended for older customers.

HYes
# No
i Idon't know

Figure 5. Advertising aimed at older consumers

In this issue, we primarily think about the advertising of certain products, which we somehow
associate with older customers, and this generation is also acting in these advertising.
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55% of respondents said yes, 31% said they did not notice such an ad, while 14% of respondents were
not sure whether they perceived such an advertising or not.

We were interested in the gquestionnaire whether the respondents agreed with the statement that too
few products are advertised for older customers.

0% 6%
35%
0%
2505 24%
20% 15%
15%
10% 11%

10%

0%

Idonotagree I partially agree Neither I aggree I Completely

agree

Figure 6. Do you agree with the claim that too few products are being advertising to older customers?

11% of respondents completely agree with the statement that not enough products are advertised for
the elderly, and 10% of respondents disagree with this statement.

We were interested in whether the opinion of the respondents would require older people to be present
in advertising aimed at older consumers.

HYes
@ No
@Idon't know
‘ # Yes, but only in connection
with the younger generations

Figure 7. In your opinion, should older people be present in advertisements aimed at older
consumers?

45% of respondents believe that older people should be present in advertisements aimed at older
consumers, while 11% think that they are only related to the younger generations. 17% of respondents
believe that older people do not need to appear in such advertisements.

We were also interested in how often respondents had difficulty reading print media.

Respondents have problems with small fonts and numbers. 27% of the respondents answered that this
is often happens. A small image format of products / services is also a common problem. 41% of
respondents have occasional problems with the Unintelligible display of price discounts. This is
mainly about showing the prices of products at a discounted price, but the product is still paid at full
price and the discount is transferred to the loyalty card.
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Table 3. Estimation of the frequency of problems with print media

Problems (%0)

Not at Very
Products / Services all Rarely Occasionally Often often
Fonts and numbers are too small 15 12 33 27 13
'Sl'r2§|;|)roduct / service image format is too 16 15 34 23 12
Unintelligible display of price discounts 22 19 41 15 3
Low quality paper (colour prints, inks) 24 21 32 20 3
Fluorescent and vivid colours of print ads 24 27 34 14 1
Shiny paper in magazines 25 30 28 16 1

CONCLUSION

Numerous products and services are emerging in the global and domestic markets today. Businesses
have no easy task in how exactly their product or service should attract a potential customer. Strategic
decisions and decisive approaches are needed. Namely, not every target group can be persuaded to buy
in the same way. Younger generations are increasingly attracted to the so-called modern media, such
as tweb, social networks, mobile telephony. This is increasingly being approached by the middle
generation and gradually by the older generation. Older people still attach great importance to classic
media, such as television, radio, print, mainly because of their habit and ease of use.

Given the increasing trend of aging population, older people have also become an important target
group of many companies. With daily information and news on the market, they have become more
determined and demanding customers. They make a thoughtful purchase decision. They attach great
importance to the price and usability of the product. Print media still play an important role in their
lives and purchasing decisions. Receiving commercial material from retailing companies in mailboxes
still attracts their attention. They are attracted by the advertisements because they are colourful, with a
brief outline of the product description and price. Advertising messages, therefore, are almost directly
in hand. This allows them to read multiple times, for an unlimited period of time, to compare product
features and prices, and to decide whether to buy a product or not, where to buy it, when to buy it and
at what price.

Businesses, however, continue to promote products in the print media that would primarily target older
customers. The needs of the elderly have changed over the years. Thus, it is necessary to visit products
such as various medical devices, medicines, special nutrition, cosmetics, etc. These products are often
overlooked by companies whose materials we receive almost every day at home.
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ABSTRACT

Economic activities are related to social development as well as to the environment. Improving economic
activities has an impact on social development as well as on environmental damage. Countries with similar
levels of competitiveness can achieve very different results in the field of social development and environmental
protection due to their different priorities and choices of policies. In this paper the complex process of achieving
competitiveness and sustainability in domestic enterprises is reviewed. In addition, the environment
improvement indicators in 2019 for Serbia are analyzed. The main goal of the paper is to thoroughly review the
aspects of improving the environment and at same time taking into consideration the process of acquiring
competitive ability and sustainable development of domestic enterprises. Namely, the importance of paper comes
from the necessity for sustainable development and long-term competitiveness achievement in today’s
globalized markets. Domestic enterprises face challenges when it comes to competitiveness and sustainable
development.. Therefore, a better understanding of the underlying indicators is needed in order to develop
strategies for improvement. On this basis, the paper provides a solid basis for future research in this domain.

Key words: Environment improvement, Competitiveness, Sustainable development, Domestic enterprises.

INTRODUCTION

Economic growth does not occur independently from the environment. Each economic activity affects
the social environment, the community and the individual, as well as the environment. In the time
ahead, national economies should focus on economic growth together with sustainable social
development, taking into account the protection and improvement of the environment and the needs of
individuals. According to the World Economic Forum (WEF, 2019, p. ix;), it has become clear that the
issue of environment, social and economic development all must be taken into consideration together
in order to effectively develop a unique agenda for resolving these issues.

Countries with a similar level of competitiveness can achieve very different results in the field of
social development and environmental protection. This is due to different priorities and policies
which are defined on a governmental level. When it comes to circular economics guidelines, global
supply chains should encourage greater visibility and control over resources. In this respect, it is
necessary to establish ethical and sustainable supply chains in which the products are shared equally
(WEF, 2019).
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In this paper the road to sustainable development and achieving competitiveness of domestic
enterprises is discussed. The paper has three main sections (excluding the Introduction and Conclusion
sections). The first section briefly analyzes the importance of productivity, research and development
(R&D), and quality for achieving competitiveness and sustainable development. Next, the indicators
of environment improvement in 2019 for Serbia and the Western Balkans are analyzed. Finally,
guidelines for improvement are presented.

THE IMPORTANCE OF PRODUCTIVITY, R&D AND QUALITY

It is possible to decompose economic growth into three basic elements: growth in the labor force,
growth in the sector of physical resources and capital, and productivity growth (WEF, 2019, p. 26).
For future development and economic growth, it can be argued that the only option is a productive
economy which is based on reduced carbon-dioxide emissions. The labor force, manufacturing and
other business equipment, and the exploitation of natural resources contribute to overall economic
productivity and positively affects revenue. However, the by-product is pollution. Conducting business
should focus on creating products and services, new investments and improving the quality of life.
Creating new products and services that meet the needs and requirements of consumers is the primary
goal of businesses. New investments create an opportunity to improve business processes. This
improvement is primarily in the area of R&D and production capacity. Classical investments should
also be accompanied by investments in education. A company operates/conducts business to generate
profits and long-term goals, while constantly meeting the needs of consumers and the wider
community. Inclusive growth implies a focus on job creation and reducing poverty rates.

According to some studies (Pordevié, i Cockalo, 2007, p. 27), the goal of implementing the TQM
concept is to improve the quality of life. The ultimate goal is to achieve business excellence in the
organization and to achieve world-class products and services. In the conditions of globalization these
products and services create preconditions for long-term growth and development of the enterprise.
This growth and development is based on satisfaction of all segments of society. In sum, it is evident
that increasing productivity, R&D activities and focusing on product quality through customer needs,
are important aspects and metrics of achieving long-term competitive ability on the international
market. Similarly, these metrics are important for sustainable development of domestic enterprises in
Serbia.

INDICATORS OF ENVIRONMENT IMPROVEMENT IN 2019 - SERBIA AND THE
WESTERN BALKANS

Institutions are one of the most significant factors pointing to the state and opportunities in the domain
of environmental improvement. In the report of the World Economic Forum on Global
Competitiveness, institutions are analyzed as the first pillar of competitiveness. Within this pillar there
are several sub-metrics/criteria, and the possibilities of improving the environment directly arise from
the criteria of the government towards the future. Within this criteria, as an integral part of the
institution's competitiveness pillar, the following determining factors can be identified: long-term
vision, energy efficiency legislation, renewable energy legislation, and issues which are related to the
legislation of environmental hazards.

When it comes to long-term vision (mainly government), in 2019, Serbia ranked 80th in the world (out
of 141 countries covered by the report). In terms of the government's ability to respond to changes in
the environment, Serbia is ranked 75th in the world. Regarding energy efficiency legislation, Serbia is
ranked 34th in the world. Regarding the legislation related to the issue of renewable energy sources,
Serbia is ranked 65th in the world. Finally, when it comes to the issue of possible environmental
threats, Serbia ranks 79th in the world. In Table 1., a comparative overview of institutional impacts
and potential environmental hazards in the Western Balkans region for 2019 is presented.
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Tablel: Comparative overview of institutional impacts and potential environmental hazards in 2019,
Western Balkans region (WEF, 2019, p. 102, 174, 398, 434, 498, 514)

Country Global Long-term | Energy Sustainable Environment
competitiveness | vision efficiency energy hazards
rank regulation regulation

Bosniaand | 92 138 - - 132

Herzegovina

Montenegro | 73 79 - - 79

Croatia 63 137 36 51 17

North 82 119 - - 126

Macedonia

Slovenia 35 97 - - 11

Serbia 72 80 34 65 79

It can be seen from Table 1. that the above countries are ranked lower when it comes to the existence
of an exact long-term vision by the state administration in relation to the global competitiveness index.
Croatia and Serbia are better ranked than the aggregate Global Competitiveness Index when it comes
to energy efficiency legislation. Croatia and Slovenia are significantly better ranked when it comes to
the issue of potential environmental hazards than the cumulative competitiveness index, primarily due
to the fact that they are required to follow and apply all EU directives in relation to environmental
protection. On the other hand, Bosnhia and Herzegovina, Montenegro, Northern Macedonia and Serbia
are ranked lower in terms of environmental hazards in relation to the aggregate competitiveness index.
The share of use of renewable energy sources in total energy consumption can be a guiding criteria in
relation to the state of the environment. Further, in Table 2. share percentages of renewable energy
sources consumption in 2019 are presented.

Table 2: Share of renewable energy sources consumption (WEF, 2019, p. 102, 174, 398, 434, 498,

514)
Country Share percentage of renewable energy consumption
Bosnia and Herzegovina 40,8%
Montenegro 43%
Croatia 33,1%
North Macedonia 11,3%
Slovenia 20,9%
Serbia 21,0%

The improvement and protection of the environment are in direct contact with companies developing
and implementing new technological solutions in this field. Companies developing clean technologies
(solar energy, wind energy, bio-fuels and bio-materials, green buildings, water filtration, personal
transport, intelligent networks, etc.) are at the very top of business organizations in terms of innovation
and competitiveness. When it comes to the growth rate of innovative companies, Serbia ranked 83rd in
the world (Israel is the leader in both areas) according to the 2019 World Economic Forum Report
(WEF, 2019, p. 499-501). Clean technology companies are often clustered to achieve the best
economic and development impact. With regard to this issue - the state of development of clusters at
the level of the national economy, Serbia is ranked 104th in the world according to the aforementioned
report of the World Economic Forum for 2019 (ltaly is the leader in the organization of cluster
organizations). Based on the presented data on the growth rate of innovative companies and the
development of cluster organization, as a basic prerequisite for the development of companies engaged
in the development of clean technologies, the domestic economy is relatively worse than the aggregate
competitiveness index (72nd place in the world), and especially in relation to the developed world and
most EU countries.

Also, improving the environment also requires larger investments. The five-year average foreign direct

investment inflow to Serbia was 6.1% of GDP. This average FDI inflow is not enough to invest in
clean technology companies. According to some opinions, the share of fixed investment in GDP is
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currently among the smallest in the region, with no realistic chance of making any significant
improvements. The main reason for this situation is the very low level of private investments
(excluding foreign direct investment) (Nikoli¢, i Petrovi¢, 2019, p.31). The development of clean
technologies implies stronger investments in this area. There is a necessity for establishing regional
centers, better incentive programs in this domain, education programs which will results in experts in
the field of clean technology.

GUIDELINES FOR IMPROVEMENT

Some of the guidelines related to the promotion of environmental protection and, more broadly, the

concept of sustainable development in the domestic economy are:

- Improving legislations related to environmental protection;

- Larger investments in environmental protection;

- Assisting the state and local communities in establishing clusters in the field of clean
technologies;

- Improving environmental education.

When it comes to improving environmental legislation, there is a particular need to work in the
segment related to stimulating action. Here, the system of tax incentives for those business
organizations that regularly invest in protecting the environment, as well as stimulating actions
towards new investments in environmental protection and promotion (access to funds, non-
commercial loans, etc.), is particularly relevant. In the case of investments, all investors, both domestic
and foreign, should be stimulated for the part of the investment which is related to the implementation
and development of clean technologies. The most important instruments for the development of clean
technologies are considered to be: access to capital, support for research and development, quality
workforce, policy support, and vision (Pernick, i Wilder, 2008, p. 242).

The assistance of the government or local community in the formation of clusters in the field of clean
technologies is important both for economic development and for enhancing innovation. The clean
technology sector acts as a job multiplier. This type of production requires more jobs than existing
technologies. On the other hand, innovation is the key to the success of the entire high-tech sector,
including clean technologies. The key directions for action involve incentive programs and
investments in this domain. In addition, regional clean technology development centers are a key point
in the sustainable development agenda. Clusters are a form of networking of SMEs. Implementing
long-term strategies, such as the development of clean technologies, requires regional integration,
which involves overcoming barriers created by cluster-forming countries. Regional clusters represent
the concentration of interdependent enterprises in one geographical area. They are restricted to
geographical areas and, in their capacity, have a large number of businesses and employees within a
small number of related industrial sectors. Clusters are very different in terms of competitive position
and innovative activity. Thus, differences in the nature and operation of the traditional cluster and one
based on science can be recognized. Innovative clusters are based on science and the advancement of
knowledge, the creation of new markets and the introduction of technological generators in the area
where they perform their activity. Clean technology clusters can be characterized as innovative
clusters.

Each nation is considered to be as valuable as the students it educates (Pernick, i Wilder, 2008, p.
283). The clean technology sector requires professionals of different profiles - mathematicians,
physicists, chemists, biologists, engineers, economists, and other professionals who can create new
technologies that are forward-looking. In this sense, successful development of clean technologies can
only be achieved with educational programs that are a combination of engineering, economics and
environmental protection. Furthermore, this implies that adequate cooperation is needed between
universities and institutes on the one hand and local and national authorities. In addition to investing in
formal education for the training field, there is a need for continuous exchange of information between
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all interested parties, which can be achieved through forms of non-formal education as well as other
forms - scientific meetings, round tables, forums, etc.

CONCLUSION

Achieving competitiveness of domestic enterprises amidst the globalization of markets, the constant
fragmentation and segmentation of markets, and changes which are brought by the fourth industrial
revolution is a challenging feat as domestic enterprises lack productivity, quality, R&D, innovation
and modern manufacturing equipment. If the goal of development involves sustainability or
sustainable development, then the inadequacies of domestic enterprises are even more pronounced.
Hence, in this paper competitiveness factors were analyzed, but also, the indicators of environment
improvement in Serbia were discussed as these provide an overview of what metrics are involved in
the process of sustainable development. Based on the conducted research in this paper it can be
concluded that Serbia has to address the issues of renewable energy sources, possible environmental
threats, and the government's ability to respond to changes in the environment. Beside this, incentive
programs are necessary for domestic enterprises as well as adequate environmental protection laws
and regulations. As for the enterprises, productivity, innovation, and quality are the “vessels” towards
achieving competitiveness.

The main limitation of this paper is the lack of survey data from domestic enterprises. However, given
the main focus of the paper (which are environment improvement factors), this limitation doesn’t
reduce the significance of the paper itself. For future research it is recommended to conduct a survey
research with domestic enterprises regarding environment protection systems (procedures, standards
etc.), and compare the obtained data with other data within this domain. In essence, a meta-analysis
could be conducted in order to develop a broader view on achieving competitiveness in parallel with
sustainable development and environment improvement.
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ABSTRACT

In this paper, the authors point to the indispensability of a systemic and strategic approach to the storage and
management of company information, not only as important elements in maintaining business security but also
as a pathway to achieving competitive advantage. Modern business is faced with major challenges arising from
technological changes and bringing about the need for the identification of information security risks, their
assessment and management, all aimed at bolstering company resilience to security incidents. The
implementation of the 1SO 9001 and I1SO 27001 international standards, utilizing integrated management
systems, assists a company in attaining more efficient information security, as well as achieving a competitive
edge. If businesses are to survive on the market, they will need to be more flexible and apply new technology in
their business operations, entailing regular staff training in the fields of information security and business
processes.

Key words: Information security, Management systems, Risk, Organizational context, Competitiveness.

INTRODUCTION

Modern technology has facilitated access to information and enabled increased storage capacity,
higher processing speed and real-time global communications. These qualities lead to higher
awareness and greater accessibility of information and a more extensive range of prospects for
capitalizing on numerous business and private opportunities. However, at the same time, technology
can also be used to disrupt or destroy information, in which case it poses a risk to the business. The
changes that have been caused by the strong influence of technological advances and the process of
the unification of the global market are long-lasting, and business organizations have to create
behavioural models related to the observed and anticipated changes (Pordevic et al., 2016).

Organizations must assess the risks in terms of the impact a security incident may have. They should
adopt an approach to risk assessment aligned with the context of the organization as well as invest in
risk management to minimize its effects on business operations. The task of the risk management
process is to minimize risks by making (fact-based) decisions on how to treat risks in the most
efficient way while still taking into account the need to seize and maximize business opportunities
(Humphreys, T., 2016). The risk management process involves undertaking the necessary actions to
ensure that risk treatment options are implemented, yet at the same time supporting business
opportunities. It is important for an organization to address information security at all levels in order to
ensure the availability and continuity of business resources, treat risks and avoid or reduce potential
harm and impact to business operations.

When it comes to types of business activities most vulnerable in terms of information security, the
information and communication activity is the one that usually crosses one’s mind first; however, all
business activities are susceptible to this problem, particularly banking, utilities, software, auto
industry, insurance, etc. Information security enables sustainable progress of an organization as it
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ensures (Andrei loan Hohana et al., 2015): maintaining a competitive edge, protecting reputation and
ensuring compliance with applicable laws and regulations.

Today, the implementation of international standards, as well as integrated management systems, is
considered a necessary tool aimed at the further adjustment of companies to new market changes. The
International Organization for Standardization (ISO), in collaboration with the International
Electrotechnical Commission (IEC), has upgraded existing and developed a whole new family of
standards covering the area of the 4th Industrial Revolution. The implementation of the 1ISO 9001 and
ISO 27001 international standards has a significant effect on the improvement of the quality of
business operations in a company. The development of the standardized Annex S1 form has facilitated
the integration of international standards in a company and the achievement of business excellence
(Bogeti¢ S., Anti¢ Z., p. 73). Unfortunately, the number of companies certified to the ISO 9001 and
ISO 27000 standards shows that business owners have not yet recognized them as models for
enterprise data protection and that achieving competitive advantage via the integration of management
systems is still at a very low level.

As far as data security is concerned, we also have to mention the General Data Protection Regulation
(GDPR), prescribed by the European Union (EU) as of 25 May 2018, which lays down the rules
relating to the manner in which personal data of EU citizens may be used. In 2018, the Government of
the Republic of Serbia adopted the Law on Personal Data Protection and has thus harmonized its
legislation with the EU GDPR.

THE IMPACT OF INFORMATION SECURITY MANAGEMENT ON MAINTAINING
BUSINESS SAFETY

The 2019 Global Cyber Risk Perception Survey, conducted in February-March 2019, based on a
sample of 1,500 business leaders in various business positions (board members, risk managers, IT,
finance, lawyers, and similar) has identified the following top five biggest business threats (2019
Global Cyber Risk Perception Survey, p. 5): cyber-attacks/cyber threats (79%), brand/reputation
damage (59%), economic uncertainty (57%), loss of key personnel (55%), regulation legislation
(44%).

For an enterprise to become resilient to security incidents, changes are necessary in the following four
areas (Neland F., Drevin L., 2019): leadership and management, organizational culture, discussions on
funding and approaches to how security is measured and monitored. For this reason, CEOs must
personally engage in creating an information security environment, as well as be actively involved in
protecting businesses from cyber risks. However, it is wrong to associate the CEO or the board of
directors exclusively for the cyber risk management process. Other process owners in the enterprise
must be equally involved in the implementation of risk management, primarily IT and risk managers,
and it is through joint synergies that they should develop an information security system. In practice,
the IT process owners are most often associated with risk management, which indicates a lack of
understanding of this issue by executive management. Namely, information security risk management
is not only a technological problem, but a business one as well, and it is, therefore, necessary for
companies to focus on a strategic approach in order to manage risk more effectively. In other words, in
practice, businesses express an understanding of the importance and the need to manage such risk, but
unfortunately, the level of engagement in this issue is disproportionate to their role in business
decision making.

According to the 2019 Global Cyber Risk Perception Survey (p. 8), only 17% of executive
leaders/board members spent more than a few days over the previous year focusing on cyber risk
issues. Even among respondents from the IT sector, 30% stated they spent just a few days or less
dealing with the topic. The human factor plays a major role in an enterprise’s information security
system. CEOs need to reflect on staff attitudes related to the issue of information security.
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The issue of an enterprise’s financing in the field of cyber risk prevention and data theft protection is a
crucial one, as it indicates the strategic direction of the enterprise. Indirectly, through investing in an
information security system, employee training and improving business processes, businesses also
invest in customer satisfaction, ultimately leading to a competitive advantage.

The Cost of Cybercrime: Ninth annual cost of cybercrime study. Unlocking the value of improved
cybersecurity protection study, conducted on a sample of 2,647 senior leaders from 355 companies,
has shown that the United States is the country sustaining the greatest financial costs in terms of the
impact of cybercrime on business, whereas the UK and Japan had the highest increase in cybercrime
costs in the 2017-2018 period. When it comes to industries, the Banking and Utilities industries had
the highest average annual cost arising from inadequate information security management leading to
security incidents. The consequences of cybercrime attacks on businesses are presented in Table 1,
showing a four-year trend in which loss of information and disruption in business operations appear to
be the most widespread consequences of a cybercrime attack on an enterprise.

Table 1: The average annual cost of cybercrime by consequence of the attack
(2018 total = US$13.0 million) (Ponemon Institute, 2019, p. 19)

2015. 2016. | 2017. 2018.
Business disruption 3 34 3.8 4
Information loss 2.7 3.7 5 5.9
Revenue loss 1.5 2 2.3 2.6
Equipment damages 0.3 0.3 0.5 0.5

In the 2016 to 2018 period, information loss has shown the highest upward trend, indicating the need
for establishing adequate systems for protecting company information. One of the possible models of
protection may be the implementation of the ISO 9001 and ISO 27001linternational standards which,
in addition to improving the quality of business operations, offer a company effective risk
management along with a smoother integration of management systems.

MANAGEMENT STANDARDS AS AN INFORMATION SECURITY STRATEGY

Although organizations today are devoting increasing resources to cybersecurity systems, the EY
Global Information Security Survey 2018-19 shows that more than three quarters (87%) of
organizations do not yet have sufficient budget to achieve the desired level of cybersecurity.
Protections are patchy, only a small number of organizations are prioritizing advanced capabilities,
and cybersecurity too often remains a topic put aside. The same survey has revealed that a significant
number (77%) of organizations continue to operate with limited cybersecurity and resilience to
security incidents. Many organizations do not even have a clear picture of what their most critical
information is and where it is stored, nor whether they have adequate security measures to protect
these assets. Those organizations that have taken the first step and identified key data and intellectual
property have also assessed the biggest threats when it comes to the data at their disposal. It is no
surprise that customer information, financial information and strategic plans make up the top three
most valuable sets of information that organizations would like to protect (EY Global Information
Security Survey 2018-19).

The risks of cybersecurity violation have acquired the status of systemic risks due to a significant
increase in the potential consequences from their implementation (L. Kau$padiené et al., 2019).
Information security risk management is a major business concern as information security incidents
damage the reputation of an organization, disrupt business operations and are very costly, and, on the
other hand, information assets have become more valuable and vulnerable than ever. Taking into
consideration the overall contemporary context of organizations, the challenge they face implies the
need for the continuous and simultaneous improvement in three areas: the organization’s protection
- identifying assets and defining protection measures, optimizing information security - eliminating
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activities not leading to effectiveness and efficiency, investing in improving measures aimed at
information security and ensuring the growth of the organization - focusing on a systemic approach
to accomplishing business information security as a key success factor in digital transformation
reflected in online sales/customer support, supply chain integration, robotics, automation, artificial
intelligence, various business process innovations, and similar.

For risk management purposes, the ISO Technical Committee ISO/TC 262, Risk Management, has
published the ISO 31000 Risk Management Standard - Guidelines, which delineates a framework of
principles and provides a common approach for managing each type of risk. Organizations manage
risk by identifying, analysing, and then evaluating whether the risk should be modified by risk
treatment to meet the risk criteria. During this process, organizations consult and communicate with
stakeholders, monitor and re-evaluate the risk and the risk modification management processes to
ensure that no further risk treatment is required (Anti¢, Z., 2018, p. 25).

International standards foster a strategic approach to cyber risk, which implies that, in addition to ISO
31000, the battle against information security risks asks for the implementation of ISO/IEC 27000
(Information Technology - Security Techniques - Information Security Management Systems) as well.
This international standard specifies the requirements for establishing, implementing, operating,
monitoring, reviewing, maintaining, and improving documented ISMS within the context of the
organization’s overall business risks. Combined, these standards help the organization balance both
the technological and the human factor aspect. The ISO/IEC 27000 enables the organization to assess
its own technological needs, whereas the 1ISO 31000 helps to gauge the value of information or
products located in cyberspace, as well as the scale of technological protection necessary to prevent
attacks, i.e. risks. Establishing an information security management system means maintaining the
security of the information which is considered an organization’s assets. The safety of the information,
in other words, information security, entails preserving its confidentiality (by ensuring that
information is available only to those who have authorized access), integrity (self-protection of the
accuracy and completeness of information and methods for processing it) and availability (ensuring
that authorized users have access to information and appropriate resources when they need it).
Information security is achieved through the introduction of a suitable set of controls, which are
effectuated through security and protection policies, practices, procedures, organizational structures
and software functions (Bogeti¢, S., Anti¢, Z., 2019, p. 139).

THE DEVELOPMENT LEVEL OF INFORMATION SECURITY IN THE REPUBLIC OF
SERBIA

The Republic of Serbia, as well as other countries in the region, is striving to improve the environment
for the implementation of enterprise information security systems by adopting various legal acts. One
of the most important legal novelties is the establishment of the national Computer Emergency
Response Team (CERT), a body responsible for rapid response to incidents, as well as for gathering
and sharing information on security risks for information and communication systems. The National
CERT (nCERT) is within the purview of the Regulatory Agency for Electronic Communications and
Postal Services (RATEL) (Rizmal 1., 2018, p. 27).

As of May 2014, the SHARE Foundation has recorded 45 cases of technical attacks against content
integrity, out of which there were 29 cases of rendering content inaccessible, 5 cases of damaging and
theft of data and programs, and 11 cases of unauthorized access, that is, unauthorized changes and
posting of content. The most infamous incident of information security violation in the Republic of
Serbia was reported in late 2014. Specifically, a link to a file weighing more than 19 gigabytes,
consisting of over 4,000 financial documents and data on exactly 5,190,396 citizens of Serbia, began
to circulate on social networks, originating from the Privatization Agency’s register of free
shareholders, and including their name, last name, middle name and Unique Master Citizen Number.
Following an ensuing process of inspection, it was determined that the document had been publicly
available for ten months and had been downloaded "many times" (Rizmal et al, 2016, p. 17).
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Data from the Statistical Office of the Republic of Serbia for 2018 show that of the total number of
citizens surveyed, 34.2% of them purchased/ordered goods or services online over the previous three
months. Furthermore, most of the respondents made purchases/orders to the amount of EUR 50
(59.7%), which shows that respondents lack confidence in the security of online transactions. The
Statistical Office’s survey data on the use of ICT in the Republic of Serbia in 2019, concerning ICT
security, indicate that companies are not yet fully aware of the importance and need for information
security. This is best seen from the indicator showing that only 14.7% of surveyed companies have
provided protection against ICT security incidents and that 23% of staff are aware of ICT security
obligations. The survey has also revealed that only companies in the information and communication
industry have a developed awareness of the importance and need for information security, which is not
the case for enterprises in other industries, where committment is only sporadic.

Some authors believe that without standardization there can be no smart industry. In October 2018,
using social networking platforms, the International Organization for Standardazation promoted 1SO
standards and their role in society and the economy with the aim of timely preparing its members for
the 4th Industrial Revolution (Vidas Bubanja et al., 2019, p. 77). The analysis of the number of
companies certified to the ISO 20000-1, ISO 2700 and ISO 9001 family of standards in the Western
Balkans and the countries in the region shown in Table 2 indicates that, in comparison to others, three
countries (Romania, Hungary and Bulgaria) stand out in terms of the intensity of their engagement in
the process of enterprise certification. Of the countries of former Yugoslavia, the Republic of Serbia
has the highest number of companies certified to two of the three series of standards analyzed.

Table 2: Number of 1ISO 20000-1, ISO 27001i and 1SO 9001 series of standards certificates
in the countries of the Western Balkans and the region (ISO, 2018, Survey 2018)

Countries 1ISO 20000-1 1ISO 27001 1SO 9001
Slovenia - 80 1.710
Croatia 10 158 2.343
Macedonia 25 36 436
Serbia 22 223 2.427
Montenegro - 11 137
Bosnia & Herzegovina - 40 1.346
Romania 51 585 9.299
Bulgaria 92 404 5.943
Hungary 30 484 6.658

Data from the Business Registers Agency (SBRA) show that there are 129,727 companies operating
on the market of the Republic of Serbia. If we were to compare these data to the number of companies
certified to 1SO 9001, we would arrive at the percentage share of certified companies in the
domestic economy which amounts to 0.0187%. The percentage share of certified companies in the
domestic economy is even lower if other international standards, such as ISO 27001, ISO 20000-1 and
similar, are to be taken as parameters for comparison. If we were to analyze the application of
Integrated Management Systems (IMS) in domestic companies, we would find out that the data are not
encouraging. Namely, the two most widely used standards, ISO 9001 and ISO 140001, which also
represent the basic standards of IMS, have been incorporated in 3,596 enterprises only, in other words,
the percentage of companies that have integrated these two standards is 0.0277%. These data
point to a traditionally underdeveloped awareness among local entrepreneurs and managers of the
importance and need to apply international standards, both in terms of the company and its employees,
and in terms of other stakeholders. The low percentage of domestic enterprises that have international
standards implemented is an indication of their non-competitiveness, as well as of an insufficient
number of companies that have achieved business excellence, which is a serious problem for the
national economy in the long run. Therefore, it is necessary to develop an environment that will
motivate companies to implement international standards and achieve business excellence. However,
these activities need to evolve in several directions. The first activity is related to market regulation,
i.e. to establishing free competition in the domestic market. This activity is extremely important as, in
a regulated market, domestic entrepreneurs might see the benefits of implementing IMS and business
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excellence. In parallel to this activity, it is necessary to raise awareness among local businessmen of
the importance and benefits of implementing international standards. This area requires the support of
various institutions and associations in the fields of education, guild and professional associations, the
Ministry of education, science and technological development, Ministry of trade, tourism and
telecommunications, the Ministry of economy etc.

CONCLUSION

Enterprises face major challenges, the active use of ICT in business operations being one of the
largest. Information security poses a serious challenge for businesses, but indirectly for the national
economy as well. Namely, the consequences of cyber-attacks, data theft and other cyber threats are
growing every year and present a grave problem. Although much is being said in theory about the
importance and models of data protection, businesses are still not taking this area seriously. Apart
from the IT sector, the majority of other industries has not yet raised awareness among their executive
officers about security threats prevention. Furthermore, practice has shown that it is the IT managers
that are mostly involved in these matters, much less executive officers or risk managers. The reason
for this attitude among executive officers lies in the fact that they view the issue of information
security from a technical rather than a business point of view.

From the legislative standpoint, the Republic of Serbia has commenced its work in the field of
information security. However, the problem for information security is the fact that companies in the
Republic of Serbia are not using the ISO 9001, ISO 27001, 1ISO 20000-1 and similar management
standards, as a tool for defence against the security risks they face in business practices sufficiently
enough. As a consequence of the low number of companies certified to the international family of
standards ISO 9001, ISO 27001, ISO 20000-1, etc., the national economy is characterized by poor
competitiveness, insufficient care for end-users, poor protection against security risks, inadequate
employee competence in the field of information security.
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ABSTRACT

Critical Infrastructure (CI) is a phenomenon of contemporary society that is addressed by several states. All
states are making efforts to ensure that critical infrastructure elements are adequately protected and secured.
Securing them is a priority, since destroying or disrupting them would disrupt the functioning of the sector
concerned, or failures could also lead to the failure of other sectors as all sectors are interconnected. Risk
management can be applied in practice to ensure the protection of critical infrastructure elements. 1ISO 31 000
risk management is an effective tool for identifying, evaluating, analyzing and managing risk. A wide range of
methods and techniques can be applied within the risk management process, which can improve the entire risk
management process. The results obtained through the risk management application can take the protection of
the CI element to a higher level. Increasing the level of protection can ensure the smooth operation of a critical
infrastructure element.

Key words: critical infrastructure, risk management, protection, critical infrastructure element, sector

INTRODUCTION

Infrastructure is a key component of each country's sustainable development. All countries need
efficient transport, energy, communication systems and many others that are important for maintaining
the standard of living of the population and for the functioning of the various components of the state.
That is why international organizations, as well as individual states, strive to achieve the required level
of security for key components. The key components are the elements of critical infrastructure, the
destruction or disruption of which would have a significant impact on the lives of the population and
on the functioning of the national economy. Therefore, it is necessary to focus on increasing the
security of critical infrastructure elements, which can also be achieved by the application of risk
management itself. Through the application of the entire risk management process, we are able to
identify the sources of risk and take adequate measures to reduce the identified risks to an acceptable
level, thereby increasing the protection of the critical infrastructure element.

RISK MANAGEMENT

The present is characterized by an increase in the risks, whether natural or anthropogenic, that
contemporary society must deal with. Risk management is applied in practice to identify risks in a
timely manner and then take appropriate measures to reduce them. Risk management is the systematic
application of managerial policy, procedures and experience to communication, consultation,
contextualization and identification, analysis, evaluation, treatment, monitoring, and risk review
activities. (Risk assessment methods) Risk management is an effective tool to help you make effective
decisions. Its effectiveness lies in taking into account the uncertainty and the possibility of future
events. Based on this, the organization or object can take adequate measures to ensure that its activities
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are not affected. The entire risk management process is shown in Figure 1 and is contained in the
standard STN ISO 310000 Risk management. (Belan, 2015)
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Figure 1: Risk management process

The individual parts of the risk management process will be described in practical application to a
potential critical infrastructure element. Therefore, theoretical knowledge will not be specifically
described in this chapter, as it would be too lengthy.

APPLICATION RISK MANAGEMENT

The risk management process was applied to the Varin electric substation, see Figure 2, which can be
considered as a potential element of critical infrastructure in Slovakia. The electric substation is
located between the villages of Gbelany and Varin in the district of Zilina, about 10.5 Km from the
town center. The primary task of the substation is the transmission of 400 kV electricity to the
surrounding towns and to other distribution stations such as Liptovska Mara, Sucany, Bosaca in the
Czech Republic Nosovice electric station. Currently, SSDE a.s. and serves as a backup substation in
case of failure of the substation in Zilina Zavodie.

Figure 2: Electric Substation Varin
Element determination based on cross-sectional and sectorial criteria defined in Act no. 45/2011 on

Critical Infrastructure is not possible, as the law provides only a general characteristic of the criteria.
These criteria are considered to be sensitive information in Slovakia which is not publicly available.
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Establish the context

Creating coherence in the risk management process involves taking into account internal and external
factors in risk management. The goal is to set internal and external parameters and boundaries that
determine the organization's attitude to risk and risk management activities that each organization
should take into account. (Belan, 2015) Through the analysis of internal and external environment we
can identify possible sources of risks that could be a source of threat to the object. The entire analysis
of indoor and outdoor environments will not be given as it is lengthy for this type of article. From the
analysis of the external and internal environment, specific sources of risk will be mentioned in other
parts of risk management.

Defining risk criteria

The risk criteria assess the identified risks and assess their severity. Each organization can set
conditions based on its own situation when defining risks. Defining risk criteria determines which
risks are acceptable and which are unacceptable. Semi-quantitative analysis will be used to define risk
criteria through the application of a simple point method. The level of risk is expressed as a
combination of the probability of occurrence of the risk and the severity of the risk. (Risk assessment
methods) Mathematically we express this relationship as follows:

R=P*C (1)

Where:

R is the value of risk,

P is the probability of a threat,
C is consequence of the threat.

In order to express the probability and consequence, the point values are given with the frequency of
the threat in Table 1 and Table 2.

Table 1: Expression of consequence

Value [Consequence Financial losses Deskription
0 no There will be no financial losses of 0€ [There will be no power outage.

There will be a power outage of up to 1 hour.
This outage may be the activity of entities
dependent on the supply of electricity or the
population.
There will be a power outage for several
hours This power outage will jeopardize the
activity of entities dependent on electricity
supply and the population.
A power outage of less than 1 day will be
compromised by the activity of entities
dependent on the supply of electricity and
the population.
A 24-hour power outage This power outage
will endanger the activities of entities
dependent on electricity supplies and the
population.
Power outage for more than 1 day This power
outage will significantly jeopardize the
activities of entities dependent on electricity
supplies and the population.

1 low Financial losses of less than 10 000€

2 not significant [Financial losses up to 100 000 €

3 middle Financial losses up to 150 000 €

4 high Financial losses up to 200 000 €

5 very high  [Financial lossess above 200 000 €

By means of numerical values expressing the probability of occurrence and the severity of the
expected negative event, the values are entered in the risk matrix, see Table 3. The result of this matrix
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is defined risk limits, see Table 4, which will determine the importance of individual risks. Based on
the determination of the risk value, we can take an adequate position to the assessed risk.

Table 2: Expression of probability

Value Probability Frequency
0 unlikely almost never
1 very low every 100 years
2 low every 50 years
3 middle every 10years
4 high every year

Table 3: Risk matrix

PD 1 2 3 4 5
1 1 2 3 4 5

2 2 4 6 8 10

3 3 6 9 12 15

4 4 8 12 16

Table 4: Expression of the resulting risk

Point value Resulting risk
1-7 acceptable risk
8-13 moderate risk
14-19 undesirable risk

Risk assessment

Risk assessment is the part of risk management that provides a structured process of identifying how
an organization’s objectives can be influenced. Risks are analyzed on the basis of probability of
occurrence and possible consequences before deciding whether to take precautions for the risk in order
to avoid damage to the functioning of the facility or organization. The entire risk assessment process
consists of:

- the identification of risks;

- risk analyzes;

- risk assessment (Belan, 2015).

Risk identification

Risk identification is a crucial basis for effective risk management. After identifying the risks, the
organization can take an active role in addressing the identified risks. On the identification of risks in
the Varin substation a list of potential risks that could arise and negatively affect the functioning of a
potential element of critical infrastructure has been constructed, i.e. substation Varin. In Table 5, you
can see a fragment from the overall table of the list of potential risk sources. The entire list contains 31
identified risk sources.

Individual risks were selected from the risk catalog, which, due to its size, cannot be included in the
paper. The catalog can be seen in the Critical Infrastructure Protection Methodology in the field of
electricity generation, transmission and distribution from the Czech Republic from where it was taken
over.
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Table 5: List of potential risks

Number Type of risk Type of risk

1 Fire

2 Flood

3 Natural threats Earthquake

4 Landslide

5 . Construction destruction
Technical - -

6 failures Technical failures

7 Back-up power failure

Risk analysis

Risk analysis is a process that involves understanding the nature of risk and determining its level. The
risk analysis can be said to be an input into risk assessment and decisions that managers have to make
to avoid widespread impacts. (Belan, 2015) In the risk analysis, each identified risk will be assigned a
value of probability and consequence, which will select risks according to the criteria set out in the
previous chapter into appropriate groups: acceptable risks, moderate risks, undesirable and
unacceptable. Based on their grouping, we are able to take adequate measures to avoid damaging the
functioning of a potential element of critical infrastructure. The fragment analysis will be part of the
risk analysis, see Table 6 of the overall Risk Assessment Table.

Table 6: Calculation of risk value

Number | Type of risk Type of risk
14 L Security service failure
Organizational .
15 failures Operating error of employees
16 Failure to follow working procedures
18 Forcible entry of a stranger into the premises
19 Impersonation of employees
7 Intentional damage to space by employees

Risk assessment

The last step concerning risk assessment is the actual assessment of risks and their arrangement
according to the set rating scale. You can see a sample of the risk ordering in Table 7.

Table 7: Sorting risks by importance

Acceptable risk

2 Flood 9 Construction destruction

3 Earthquake 24 Terrorist attack

Moderate risk

27 | Unauthorized use of the application | 31 | Attack or fall of a flying object
Undesirable risk

16 Operational error of employees 23 Unauthorized entry into premises

19 Forcible intrusion of a stranger 30 Stress

22 Pretending of user identity

The risks are listed in the table, from acceptable risks to unacceptable risks. No unacceptable risks
have been identified in the example risk management application. Attention will therefore be focused
on the undesirable risks for which measures will also be proposed at the risk management stage.

Risk treatment

Risk management is the last stage of risk management. As part of the risk management process, the
assessment process is repeated, it is decided whether the residual level is acceptable to the
organization, the creation of risk management procedures if the risk is not acceptable and the
subsequent assessment of the effectiveness of the treatment implemented. (Belan, 2015) The following
undesirable risks were identified in the evaluated object: operational error of employees, forcible
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intrusion of a stranger, unauthorized entry into premises, stress, pretending of user identity. Preventive
measures will be demonstrated on the following risks.
Forcible intrusion of a stranger, unauthorized entry into premises

These two risks can be effectively avoided by increasing the level of breakthrough resistance of the
perimeter and sheath protection. An increase in breakthrough resistance could be achieved by the
application of microwave detectors. Microwave detectors would be designed to detect motion in an
external environment. The detectors emit a high-frequency signal and evaluate changes in the signal
reflected from the environment (see also Figure 6).

Figure 6: Demonstration of microwave wave detectors, Source: Microwave barrlers

This proposal serves as an example of a possible security measure aimed at increasing the protection
of the building.

CONCLUSION

Critical infrastructure is a very complex system that is essential for the functioning of society.
Protection of elements can be achieved by application of risk management, which is an effective tool
to identify and subsequently eliminate the identified shortcomings. The practical demonstration was
directed to a potential element of Cl. The risk management application has identified potential
shortcomings that could endanger the functioning of the facility. Based on the results achieved, it can
be concluded that risk management is an effective tool that can and must be applied in different areas
and directions.
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ABSTRACT

The increasing amount of data that is collected, stored and processed on individuals, working and living
environment is becoming an increasing security problem. Information management systems are becoming a
central part of business, both in large and small and medium-sized enterprises. The introduction of information
security standards is proving to be a necessary step to reduce the security risks connected to organizational
assets. This paper presents the analysis of standards in the field of information security in Serbia and
observations on their practical application.

Key words: standards, ISO 27000, information security, security risk.

INTRODUCTION

There is a constant growing need for a large amount of data. The problem of information security and
implementation of information security management systems has attracted a great attention of
researchers and international standardization organizations in previous years (Yildirim et al., 2011;
Kerti & Nyikes, 2015; Syreyshchikova et al., 2019; Janackovi¢ et al., 2019; Chopra & Chaundhary,
2020). Many standardization organizations have paid attention to the issues of defining standards for
secure information management. Some of them are presented in (Kerti & Nyikes, 2015).

Certain problems arise during managing information security, especially in small and medium-sized
enterprises (SMEs) (Yildirim et al., 2011). The entire management system, from defining security
policies, to practical implementation of certain procedures and selection of corresponding measures,
requires additional engagement of available resources, which is an additional burden for the SMEs.
The standardization of these systems significantly improves their efficiency. The implementation of an
information security management system requires the additional engagement of certain resources -
financial, human and material. This investment is significantly influenced by the external environment
and industry related factors (Weish&upl et al., 2018). The information security process based on the
ISO/IEC 27001 requirements in industrial environment is a complex process that can be described by
corresponding indicators and quantitative criteria (Syreyshchikova et al., 2019).

INFORMATION SECURITY STANDARDS

The complexity of the problem has led to definition of a large number of standards, which are often
very difficult to systematize. The classification of standards has been raised as a research question for
many years. For example, in (Krause, 1995), the author describes the classification of IT (Information
Technology) security standards and connection with corresponding IT security techniques and
mechanisms. In order to structure the available IT security standards, attempts to form specific
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ontologies have been made. In (Meriah & Rabai, 2019), the authors analyze six main ontologies
concerning the application of ISO/IEC 27000 series of standards. Figure 1 presents the SRPS ISO/IEC
27000 family of standards currently valid in Serbia, starting from general to specific ones.

SRPS ISO/IEC
VOCabUIary 27000

General
Requirements | SRPSISO/IEC SRPS ISO/IEC SRPS ISO/IEC
27001 27006 27009
Guidelines SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC
27002 27003 27004 27005 27007
SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC
27008 27013 27014 27016 27021
Specific sectors | SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC SRPS ISO/IEC
27010 27011 27017 27018 27019
SRPS ISO/IEC
27799 v
SRPS ISO/IEC Specific

Specific controls ‘ SRPS ISO/IEC ‘ ‘

SRPS ISO/IEC
2703x

2704x

Figure 1. The relationships among SRPS ISO/IEC 27000 family of standards (based on the Office of
the Government Chief Information Officer, 2019)

SRPS ISO/IEC ‘

2705x 2710x

Detailed information about the Serbian standards shown in the previous figure and their corresponding
international standards is shown in Table 1.

Table 1. Representative standards from the ISO 27000 series in Serbia

Serbian standard | International standard | Description (IT - Security techniques)

SRPS ISO/IEC ISO/IEC 27000:2018 Information security management systems - Overview and
27000:2018 vocabulary

SRPS ISO/IEC ISO/IEC 27001:2013 Information security management systems - Requirements
27001:2014

SRPS ISO/IEC ISO/IEC 27002:2013 Code of practice for information security controls (with
27002:2015 corrections)

SRPS ISO/IEC ISO/IEC 27003:2017 Information security management - Guidance

27003:2017

SRPS ISO/IEC ISO/IEC 27004:2016 Information security management - Monitoring,
27004:2017 measurement, analysis and evaluation

SRPS ISO/IEC ISO/IEC 27005:2018 Information security risk management

27005:2019

SRPS ISO/IEC ISO/IEC 27006:2015 Requirements for bodies providing audit and certification
27006:2017 of information security management systems

SRPS ISO/IEC ISO/IEC 27007:2017 Guidelines for information security management systems
27007:2018 auditing

SRPS ISO/IEC TS | ISO/IEC TS 27008:2019 | Guidelines for the assessment of information security
27008:2019 controls

SRPS ISO/IEC TS | ISO/IEC 27013:2015 Guidance on the integrated implementation of ISO/IEC
27013:2018 27001 and ISO/IEC 20000-1

SRPS ISO/IEC ISO/IEC 27014:2013 Governance of information security

27014:2015

SRPS ISO/IEC ISO/IEC 27019:2017 Information security controls for the energy utility industry
27019:2019

SRPS ISO/IEC ISO/IEC 27021:2017 Competence requirements for information security
27021:2019 management systems professionals

The security problems and techniques can be

specific for different sectors. Therefore, standards for

specific sectors have been created. Representative sector-specific standards are presented in Table 2.
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The SRPS ISO/IEC 27009:2019 standard defines requirements for sector specific application of the
ISO/IEC 27001 standard.

Table 2. Some sector-specific standards from the 1SO 27000 series in Serbia

Serbian standard | International standard | Description (IT - Security techniques)

SRPS ISO/IEC ISO/IEC 27009:2016 Sector-specific application of ISO/IEC 27001 -
27009:2019 Requirements

SRPS ISO/IEC ISO/IEC 27010:2015 Information security management for inter-sector and
27010:2018 inter-organizational communications

SRPS ISO/IEC ISO/IEC 27011:2016 Code of practice for Information security controls based on
27011:2018 ISO/IEC 27002 for telecommunications organizations
SRPS ISO/IEC ISO/IEC 27017:2015 Code of practice for information security controls based on
27017:2019 ISO/IEC 27002 for cloud services

SRPS ISO/IEC ISO/IEC 27019:2017 Information security controls for the energy utility industry
27019:2019

SRPS EN ISO EN 1SO 27799:2016 Health informatics - Information security management in
27799:2017 health using ISO/IEC 27002

Table 3 presents representative control-specific standards from the 1SO 27000 series of standards in
Serbia compared to corresponding international standards. These standards are, among others,
dedicated to network security, security and privacy in the Internet of Things systems, security of
applications, storage security, big data security, and electronic discovery and cyber-security problems.

Table 3. Some control-specific standards from the 1SO 27000 series in Serbia

Serbian standard | International standard | Description
n.a. ISO/IEC 27030 draft IT - Security techniques - Guidelines for security and
privacy in Internet of Things (10T)
SRPS ISO/IEC ISO/IEC 27033-1..6 IT - Network security standards
27033
SRPS ISO/IEC ISO/IEC 27034-1..7 IT — Application security standards
27034
SRPS EN ISO/IEC | ISO/IEC 27040:2016 IT - Security techniques - Storage security
27040:2017
n.a. ISO/IEC 27045 draft IT - Security techniques - Big data security and privacy
processes
SRPS ISO/IEC ISO/IEC 27050-1..4 IT - Electronic discovery standards
27050
n.a. ISO/IEC TS 27100 draft | IT - Information Security, Cybersecurity and Privacy
Protection - Cybersecurity framework develop. guidelines

The number and specificity of standards in this class require additional organizational attention in their
practical application.

DISCUSSION

Information technology risks require particular management, standards, and methods (Janackovi¢ et
al., 2019). For example, management information systems for safety purposes have some quality
criteria and evaluation methods for the assessment of collaboration activities among different
stakeholders (Janackovi¢ et al., 2014). In the safety management systems, among others, the data refer
to employees, the means they use at work, protective equipment and training they have received for
safe work and regular work activities, the state of the work environment, and the movement of
hazardous substances in the environment. Also, SCADA systems are used to monitor technological
processes, while various wearable sensors are used to monitor the condition of employees and their
working environment. All this leads to creation of large amounts of data. Their use and storage is
increasingly becoming a security issue. Specific security problems emerge in telecommunication
organizations, utility industry and energy utility industry, which was the cause of definition of
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corresponding sector-specific standards. Also, the imporance of inter-sector and inter-organizational
communication is emphasized in the corresponding standard (SRPS ISO/IEC 27010:2018). Health
informatics also has problems with information security, which is discussed in a separate standard.

An analysis of the standards applied in Serbia has led to the following conclusions. Standards from the
ISO 27000 class are very rarely applied, except in organizations in very sophisticated fields,
technological and IT companies. They are not implemented in a wider range of organizations. The
organizations usually base their business on a quality management system and the introduction of
certain basic standards for environmental and occupational safety. Information, like other intangible
resources of organizations, is still not considered in Serbia as a significant resource that needs
particular attention from a security viewpoint. This is supported by the fact that many ISO/IEC 27000
standards have been adopted with a delay of at least one to two (or even more) years. Taken into
consideration that the cycle of change of modern standards today is usually three to five years, this
significantly reduces the possibility of their larger implementation in practice.

CONCLUSION

Information is becoming very important in modern business today. The information security is vital
for the successful functioning of businesses in all sectors, whether they are public or private.
Standardization is a good way to define certain guidelines and rules concerning information security.
In Serbia, it is particularly important to increase the importance of the security of information as an
important organizational resource. Applying the ISO/IEC 27000 class of standards can significantly
help in better information security management. Greater awareness of the importance of managing
information security risks will lead to better overall organizational outcomes and performance.
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ABSTRACT

In this paper, the application of fuzzy logic in mathematical education is viewed from the perspective of pre-
school education. The aim of the paper is to give a brief overview of examples from the literature related to
fuzzy logic and to point out the presence of fuzzy linguistic variables in the everyday life of a preschool child, as
well as the importance of developing and respecting the approximate reasoning of preschool children. Although
crisp mathematics requires crisp arguments that characterize our cognitive development, preschoolers start from
common argumentation and use vague words. Fuzzy logic is an excellent tool for supporting such approximate
reasoning which allows preschoolers to model real-life situations using vague words.

Key words: fuzzy linguistic variables, fuzzy logic, preschool children, mathematical education, mathematical
modeling.

INTRODUCTION

Classical mathematical logic deals with formal languages and is dichotomous; there are two values of
True and False in it. When the language syntax is specified, that language is called the formal
language. Classical logic presents real-world problems as either black or white, while fuzzy logic
allows real-world problems to be represented as shades of gray. Propositions in fuzzy logic containing
fuzzy linguistic variables. Values of linguistic variables are words of the natural language and they
consist of: basic linguistic values (high, low, long, short, deep ..), linguistic modifiers (very,
somewhat, medium, strong) and linguistic connectives (and , or not).

Fuzzy logic is widely applied at different levels of education, from kindergarten to college (Garcia-
Honrado, 2013), but is also present in educational evolution, laboratory experiments, training
education, student academic evaluation scoring, etc. (llahi, Widiaty, & Abdullah, 2018). In this paper,
the application of fuzzy logic in education is viewed from the perspective of pre-school education. The
aim of the paper is, in accordance with the importance of learning through examples highlighted by
Polya (2009), to give a brief overview of examples from the literature related to fuzzy logic and to
point out the presence of fuzzy linguistic variables in the child's everyday life as well as the
importance of developing and respecting the approximate reasoning for preschool children.

The first part of the paper deals with integrated learning as a process of making connections between
concepts and experience, allowing the child to analyze one problem from different angles. The second
part of the paper presents the stages of mathematical modeling, ie. translating real-life problems into
mathematical language. The third part of the paper provides a brief overview of examples from the
literature that illustrate fuzzy sets, fuzzy linguistic variables, fuzzy set operations, fuzzy relations, as
well as fuzzy logical reasoning.
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INTEGRATED LEARNING

The Basics of Preschool Education Program (2018) emphasize that a child is a unique and holistic
being, a being of play, committed to learning, and rich in potential and competencies. Therefore, an
integrated approach to learning and development is based on the connected experience of the child and
not through the isolated content of particular areas. In planned learning situations within the project,
children explore natural and physical phenomena while developing different languages and modes of
expression. In this way, the child develops mathematical, scientific and technological competences,
develops logical-mathematical thinking when solving problems in life-practical situations.

The learning of preschool children is integrated, children learn by looking at one topic from several
angles and thus the child learns together by networking knowledge from different fields. A child as a
creature of the game, possesses his or her own competences and develops them through learning by
exploring real-world problems, translating them into his own language, testing hypotheses, finding
solutions, making his own decisions and putting them into action. This approach to learning enables
the overall development of the child (Milosevic, et. al. 2019).

The math is integrated into real-world problems. Thus, integrated activities allow children to be
mathematicians-researchers who recognize and solve tasks in the world around them, translating them
into their own language and mathematics language, analyzing and naming phenomena depending on
the context, gaining a comprehensive picture of the problem and experimenting. Children must go to
their own way to the solution, and along that path they need to make decisions, developing their own
language, computing with words, and using the approximate reasoning inherent in preschool children,
which indicates the presence of a fuzzy logic in mathematics education of preschoolers. At this age,
children also develop crisp reasonig, if, for example, the goal is to adopt the concept of a circle or
concepts that are precisely defined in crisp mathematics.

FUZZY LOGIC IN MATHEMATICAL EDUCATION

Crisp Mathematics is based on a well-defined system of axioms and theorems that are very precise and
consistent. However, when modeling real-life situations, it is very common to use vague terms that
need to be translated into mathematics. Zadeh (1996) exposes a computing with words methodology
that uses the theory of fuzzy logic and fuzzy sets. Therefore, fuzzy set theory can be very useful in
mathematics education and a tool for modeling spoken language and uncertain situations from
everyday life as well as for making conclusions (Voskoglou, 2000).

Problems that children notice in everyday life can be "translated” into mathematical language using

mathematical modeling. Voskoglou (2011: 49) states the stages of mathematical modeling:

- ,» Analysis of a given real world problem, i.e. understanding the statement and recognizing
limitations, restrictions and requirements of the real system.

- Mathematization, i.e. formulation of the real situation in such a way that it will be ready for
mathematical treatment, and construction of the model.

- Solution of the model, achieved by proper mathematical manipulation.

- Validation (control) of the model, usually achieved by reproducing through it the behavior of
the real system under the conditions existing before the solution of the model (empirical results,
special cases, etc.).

- Implementation of the final mathematical results to the real system, i.e. “translation” of the
mathematical solution obtained in terms of the corresponding real situation in order to reach the
solution of the given real problem.”
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FUZZY LINGUISTIC VARIABLES IN KINDERGARTEN

Below is an overview of examples from the literature dealing with fuzzy linguistic variables. The
examples that are present in the everyday life of preschool children as well as in mathematical
activities integrated with other fields in kindergartens were selected. There are often situations in
everyday life that if we want to model mathematically it is necessary to use fuzzy sets theory
(Voskoglou, 2018). The following examples are in line with the integrated learning that is experienced
in kindergartens, in which real-life situations are mathematically modeled using the concept of fuzzy
sets, which is consistent with the ability of children to use approximate quantifiers and approximate
reasoning.

Example 1 (Sobrino, 2013:76):

A child of three years may have problems with crisp reasoning, but he or she will certainly have the
approximate reasoning ability. Approximate reasoning includes approximate quantifiers such as
“fewer” and “more” and the arguments used by the child in decision making are more often implicit
than explicit. Thus, a child of this age is fully capable of deciding whether it wants, for example, fewer
vegetables and whether or not it wants more cookies.

Example 2 (Garcia-Honrado, 2013: 686):
Let the figures be given. Figures can be grouped according to whether they satisfy the property being
defined, they do not satisfy the property, or they partially satisfy it.

Example 3 (Voskoglou, 2000: 1):

Fuzzy sets can be defined when referring to real-life objects like a river, a mountain, a city of a school,
etc., for example "long rivers” or "high mountains” of a country, the "young people” of a town, the
"tall pupils" of a school, e.t.c..

Example 4 (Sobrino, 2013: 81):

Fuzzy logic deals with fuzzy lingustic variables such as “young” and “tall” that are measurable, but
not with variables like “happy” that are not measurable in the same way as the previous two. When
“Athletes are tall” is said, then “tall” is a fuzzy linguistic variable, ie a vague predictor whose value
depends on the context. The same man may be tall enough to play hockey and cycling but not tall
enough to play basketball. Also, the value of the fuzzy linguistic variable “young” depends on whether
we are talking about a teacher or chess player.

Example 5 (Garcia-Honrado, 2013: 686):
Preschoolers may be asked to single out non-tall friends, thus introducing the concept of negation.

Example 6 (Garcia-Honrado, 2013: 686):
A pre-school child may be asked to relate two elements that are of the same color or are in the same
tone, thereby introducing fuzzy relations.

Example 7 (Jankovié, 2019: 56):

When talking to preschoolers about money, they talk about the price of the goods, what is cheap and
what is expensive. Goods can be classified on the basis of the following requirements: expensive
goods, cheap goods. Also, fuzzy relations between objects can be established by bringing in goods
with a similar price.

Example 8 (Jankovié, 2019: 55):

Children in kindergartens measure weight, volume, length. Objects of similar mass can be classified,
thus establishing the fuzzy relations between objects. Children can form two sets where one set will
contain objects that are heavy (or very heavy) and another set will contain objects that are not heavy,
thus introducing the concept of negation. In the activities of measuring mass, length, volume, fuzzy
relations and linguistic modifiers and conjunctions are used.
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Example 9 (Zadeh, 1996):

Fuzzy logic provides methodology for computing with words. Let p1 and p2 be the propositions:
pl = Carol lives near Mary

p2 = Mary lives near Pat.

If the question arises “How far is Carol from Pat?”, conclusion is the proposition p3:

p3 = Carol lives not far from Pat.

Example 10 (Sobrino, 2013: 83):

A cyclist can move very slowly, slowly, slowly, very quickly depending on the size of the freewheel
and chainring. Let p1 and p2 be the propositions:

pl: On a bicycle, with a small freewheel and a large chainring, | go fast.

p2: | selected a very small freewheel and a very large chainring.

Conclusion is the proposition p3:

p3: 1 go very fast.

Ten examples are given that are suitable for the development of approximate reasoning and computing
with words of preschool children. Examples include the formation of fuzzy sets, the use of fuzzy
linguistic variables, the operations on fuzzy sets and fuzzy relations, as well as fuzzy logical
reasoning.

CONCLUSION

This paper reviews examples from the literature relating to fuzzy linguistic variables that can be
applied in pre-school education. Examples should help educators to encourage the approximate
reasoning of preschool children, encourage children to compute with words, and evaluate the
linguistic variable depending on context. Although crisp mathematics requires crisp arguments that
characterize our cognitive development, preschool children start from common argumentation and use
vague words (Beth, & Piaget, 1961). Fuzzy logic is an excellent tool for supporting such approximate
reasoning and allows preschoolers to model real-life situations using vague words.
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ABSTRACT

Fuzzy set theory and its extensions were integrated into decision making literature in the last 50 years because of
their flexibility to express linguistic and vague evaluations. Mathematical expressions are inadequate in some
decision problems, where decision makers have uncertain and hesitant thoughts on decision elements. The
concept of hesitant fuzzy sets and hesitant fuzzy linguistic term sets were introduced into the literature as an
extension of intuitionistic fuzzy sets to model hesitant linguistic evaluations made by decision makers. Some
researchers developed new methods based on these concepts to solve different decision problem by using their
flexibility on expression of evaluations. In this study, hesitant fuzzy linguistic VIKOR (HFL — VIKOR) method
was used to determine the rank of alternative energy storage units for an energy network with renewable energy
resources. Five different energy storage unit technologies were evaluated by using HFL — VIKOR method with
respect to economic, social, environmental and technical criteria.

Key words: Hesitant fuzzy linguistic term sets, VIKOR, Energy storage unit selection, Sustainable energy
supply, Fuzzy decision making.

INTRODUCTION

People make different decisions everyday as a regular activity of daily life. Selection of the items to be
bought, determination of walking direction or choosing the seat for sitting in public transportation are
some of daily decisions. Decision making is a selection process between two or more alternatives.
Decisions, which is made by considering one criterion and under certain values of alternatives are
easy. An alternative with a close value to desired solution is chosen in these kind of problems.

However, making a decision is not so easy in many cases. Decision problems are generally more
complex, which means they contain a number of conflicting criteria to evaluate before making a
decision. We can think about a choice of a house to rent as an example. Decision maker has to take
several criteria like location, safety, price, building age, etc. into account during the decision process.
New buildings are generally expensive but they provide more safety for their owners. Hence, the
decision maker has to consider all criteria simultaneously to make a good decision.

Decision problems with a finite number of conflicting criteria and a set of alternatives are commonly
named as multi-criteria decision making (MCDM) problems. There are several MCDM techniques
introduced into the literature and they have a wide range of application area among researchers so far.
AHP, ANP, TOPSIS, VIKOR, ELECTRE and PROMETHEE can be listed as some of the common
techniques of MCDM. These techniques can be utilized for decision problems that have either
qualitative and quantitative criteria and decision process with these methods are very easy to
understand and to apply. All of the methods provide a compromise solution that is obtained by
aggregation of all decision criteria.
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Expressions and statements related to the decision elements in a problem may be linguistic terms and
this can cause uncertainty over the decision elements. For example, age of a building can be expressed
by using “old” word. It is not certain to uncertain to understand the real age of building from this
word. One person can consider the building is constructed 30 years ago, while another person
considers the age of the building as 40. This kind of elements can be expressed by the help of fuzzy set
theory. Fuzzy set theory was introduced into the literature by Zadeh (1965) and Bellmann and Zadeh
(1970) firstly integrated fuzzy set theory into decision-making concept.

Based on the progress of the methodological concepts of fuzzy logic, extension of the ordinal fuzzy
sets of Zadeh have been developed. Some of these extensions are Type-Il Fuzzy Sets (Zadeh, 1975),
Intuitionistic Fuzzy Sets (Atanassov, 1983), Neutrosophic Fuzzy Sets (Smaradache, 2002), and
Hesitant Fuzzy Sets (Torra, 2010).

Among the aforementioned extensions of ordinal fuzzy sets, Hesitant Fuzzy Sets seems to be a good
tool for expressions those contain hesitate thoughts of decision makers confronted in decision making
applications. Rodriguez et al. (2012) introduced the hesitant fuzzy linguistic term sets concept for
decision making and this concept provides the opportunity of using a context-free grammar for
evaluation of decision elements. By using this approach, opinions of hesitant decision makers can be
included into decision model more accurately.

In this study, hesitant fuzzy linguistic term sets based VIKOR method of Liao et al. (2015) was
presented with an energy storage unit selection decision. The main advantage of the methodology is
the combination of the handling uncertain and linguistic expressions ability of hesitant fuzzy linguistic
terms set concept and the superiority of VIKOR method on finding a compromise solution on decision
problems.

The rest of the paper is as follows: A brief explanation of the methodology is presented in the second
part. Third part consists of the application of Hesitant Fuzzy Linguistic VIKOR method. The paper is
concluded in the fourth part by providing comments and suggestions for further research.

METHODOLOGY

Using a single term may not be adequate to express feelings and thoughts of experts in evaluation of
elements of complex decisions in case of uncertainty. Fuzzy linguistic variables are very limited for
the cases that experts hesitant about several values of a linguistic variables. Let us consider the selling
price of an item is defined by linguistic variables as very low, low, fair, high and very high and an
expert feels hesitant about the price of the item to be fair or high. In such cases, fuzzy linguistic
variables are inadequate to express the evaluation of experts and more complex linguistic terms are
required to define this kind of evaluations. Hesitant fuzzy linguistic term set concept was proposed by
Rodriguez et al. (2012) to model complex linguistic evaluations. Evaluations are semantically
represented in this model by using hesitant fuzzy linguistic terms and a context-free grammar.
Improvement of the elicitation of linguistic information is aimed by this concept and hesitant thoughts
of experts are taken into account. Hesitant fuzzy linguistic terms are constructed by using context-free
grammar, which can be expressed be as follows, where “|” symbol indicates alternative elements

P ={ I ::=<primary term> | <composite term>

<composite term> ::= <unary relation> <primary term> | <binary relation> <primary
term> <conjunction> <primary term>

<primary term> ::=Sg | S1 | ... | sq |

<unary relation> ::= lower than | greater than | at least | at most

<binary relation> ::= between

<conjunction> ::=and}.
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Liao et al. (2015) extended hesitant fuzzy linguistic terms into VIKOR (Vlse Kriterijumska
Optimizacija Kompromisno Resenje) method of Opricovic and Tzeng (2004). Each step of the method
was redefined by the concepts related to hesitant fuzzy linguistic terms. By this way, hesitant
evaluations of experts on alternatives are taken into account and advantages of the VIKOR method is
utilized.

Due to page limit restrictions, details of the methodology cannot be provided in the paper. Readers
may refer to the related papers for detailed expressions of methodology. But, application steps of the
method can be followed in the application part.

APPLICATION OF ENERGY STORAGE UNIT SELECTION

Application of the Hesitant Fuzzy Linguistic VIKOR (HFL-VIKOR) method was presented in this
section on an application for selection of energy storage units. Energy storage units are important for
hybrid energy systems, because they reduce the voltage fluctuations and energy shortages problems
occur in these systems. So, determination of the best energy storage unit is an important decision for
hybrid energy systems.

Steps of the method are as follows:

Step 1. Definition of selection criteria, alternative storage units, linguistic terms and decision matrix
Economic, technical, environmental and social factors of storage units are effective on the selection
decision. Based on these factors, 5 alternatives named CAES (Compressed Air Energy Storage)
underground, CAES aboveground, Pumped hydro, Flywheels, Li-ion battery were evaluated in this
study.

Primary terms are words that state the performance of alternative in terms of each criterion such as
very low, poor, fair, moderate, high, very good, etc. and the linguistic variables for primary terms used
in this study were presented in Table 1.

Table 1: Linguistic variables for criteria and numerical equivalents

Criteria \ Numerical Equivalent -2 -1 0 1 2

Economic (C1) very low (vl) low (I) |moderate (m) |high (h) |very high (vh)
Technical (C2) very poor (vp) |poor (p) |fair () good (g) |very good (vg)
Environmental (C3) very low (vl) low (I) |moderate (m) |high (h) |very high (vh)
Social (C4) very poor (vp) |poor (p) |fair () good (g) |very good (vg)

Based on these definitions, linguistic judgment matrix of alternatives was constructed according to
opinions of two experienced experts of an energy company after brainstorming and presented in Table
2, as follows:

Table 2: Linguistic judgment matrix of alternatives

Economic (C1) Technical (C2) Environmental (C3) Social (C4)
Al |between moderate and between fair and long greater than high good
high
A2 |at least high between fair and long moderate good
A3 | moderate higher than long greater than high between poor and
moderate
A4 |less than moderate fair at most low between moderate and
good
A5 |very high less than fair moderate very good

Step 2. Transformation of linguistic judgment matrix into HFLTS judgment matrix
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