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Evaluation of resilience of critical infrastructure designed in Slovakia so far only acted on critical
infrastructure, which was approved by the NationalCouncil 08/02/2011. So far, not in the legal
system, have been defined ways of assessing thastesce of Kl. The following sections are created
by the authors based on their knowledge and consaltions of the Ministries of Interior and
Transport, Construction and Regional Development.
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INTRODUCTION important methods and expert information systems
include:

Field evaluation of critical infrastructure has bee-— The US-Canadian expert system CARVER

the subject of debate in recent years, policy (Criticality, Accessibility, Recoverability,

decisions and the content of the research tasks. Th Vulnerability, Effect, Redundancy)

Slovak Republic ranks among the states with -2 American system MSHARPP  (Mission,

developed economy, this creates the requirements Symbolism, History, Accessibility,
associated with its technical and technological Recognizability, Population, Proximity)
strength of sophistication. An important part oéth— Concept - PSRAT (Port Security Risk

functionality of the systems is to ensure the Assessment Tool)

availability of energy and raw materials necessary Concept - VI (Vulnerability Index)

for the operation of the production, the supply of cgoncept - PMI (Protective Measures Index)
goods and services. These conditions of the Concept - RI (Resilience Index)

existence of economic, but also social system ef th

state have some links that may be critical. Therext Examination of the criticality of critical
of criticality of certain infrastructure createss it infrastructure is a very actual issue. Many coestri
impact in terms of consequences to owaround the world create a variety of methods and
functionality of service, product or functionalitp  expert systems for assessing criticality. The remot
other systems or infrastructure. This article pnése model states the methodology and expert
the results of scientific research at the Faculty énformation tool available at http://www.ni2cie.dérg

Special Engineering, University of Zilina. CARVER2.asp. The fragment of it is on figure 1. In

Czech Republic was created a tool for risk
INTERNATIONAL FRAME OF CRITICAL assessment marked CRITINFO. This expert
INFRASTRUCTURE ASSESSMENT information system occurs at the Technical

University in Liberec and its fragment is presented
International calls and experiences give wide rangs figure 2.
of methods for risk assessment. Next information is
modified by source — “Report of Institute for the
protection and security of the citizen”. The most
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‘;Yg: ni? Center for Infrastructure Expertise CARVER2web™ I'

Map |
Table View Database  Reports
Inspector: | administrator CRITICALITY
org-| administration T T ’ Score:0-0
AssstiD | 5 | Date: 20060402 | | users Affectsd:

\Asset Name: | Town of Beichertown

Agddress: | City Hall

Less than 1000 People

Address2 | Jabish Street

Wore than 1,000 Peaple

More than 10,000 People

czZmME ZWZIO>

VULNERABILITY

Susceptibilty of assst to damage or
destruction

Choose Option
& structural C chemBio

More than 25,000 People
- Select Value:
County: | More than 50,000 People
WA v
Phone#:| O | Hore than 100,000 Psople
6PS (y): | —72.3838 | 422760 | More than 500,000 People e
Owner: | Town of Belchertown MINE M1 DROA TXOpC Is the asset an “icon” - representing
More than 2.5 milion People more than a physical structurs, is
Owner Type: LocalMunicipa v national monument
WMore than 5 Milion People

Sector: Government Faciity -

Select Value (Moteriety):

Sub-sector: Local ¥
Facilty Operation
Peassinioc T RECOVERABILITY REDUNDANCY
Time needed to replace asset, if possible Percentage of “back-up™ faciities or
eguipment that will offset asset loss
Notes: Select Value: Select Value:
Contact Police Department (911) in the svent ofan | 4] 100% v
emergency (5
INTERDEPENDENCY Addiional Cl Sectors Affected by Loss of Assst
I Agriculture & Food [~ Dams I Government Faciity I~ Postal and Shipping ™ water |

I~ Banking and Finance
I~ chemicais

I~ Commercial Facilties I~ Energy

[~ Defense industrial Base
I~ Emergency Services

I~ informaticn Technalogy
™ National Monuments and icons
I~ Nuclear Sector

[~ Public Heatth
[T Telecommunications
[~ Transportation

| New [ osae J oo

Go to record number: m

recordzorzz R I

Figure 1: The window from CARVER2 — tools for dafjrcriticism
in critical infrastructure in Canada and the USA
Sourcehttp://lwww.ni2cie.org/downloads/CARVER2web_demo.pdf

Calculate Risk Event

Providéné hodnoceni

Typ infrastruktury | Silnicni infrastruktura

| Typudalesti |Povoden

Nova hodnota

zanedbateing (coa 1x za 100 leta vies)
mala (coa 1xza 10 bt}

stfedn| (cca 1x za rok)

wysoha (cca 1x 2a mésic)

extrémini (oca 1x za tiden a éaséj)

Pévodni hodnota

Naklady na cbnovu

Nova hodnota

zanedbatzing (pea 1 000 KE a mena)
male (sca 10 000 Ke)

stfedni (cza 100 000 KE&)

wysoké (cea 1 000 090 Kg)

extrémni (cea 10 000 000 KE a vice)

Pivodni hodnota

| nehodnoceno |

| nenodneceno |

Navrzena hodncta

NavrZena hodnota

E B

[neni k dispozici |

E B

| neni k dispozici

Intenzita dopravy

Nova hodnota

zanedbateing {cca 500 ) 24 h a méné)
mala (coa 2 000/ 24 h)

stedni (oca & 000/ 24 h)

wysoka (coa 12 000/ 24 h)

sirémni (sca 30 000/ 24 h a vice)

Piivodni hodnota

Doba do obnovy

Nova hodnota

zanedhatelnd (oca 8 hodin & méng)
malé (sca 1 den)

sifedni (cza 1 tyden|

wysoka (oea 1 mésic)

extrémni (cea | roka vice)

Plivodni hodnota

| nehodnoceno | @ | nenodnoceno | E
NavrZena hodnata NavrZend hodnota
|neni k dispozic| | lex) | neni k dispozici oK |

r 0%

Délka objizdky
Nova hodnota
zanadaieing loca & kmoa mend)
mali (zea 10 km)
shednl (cca 28 km)
wysokd (cca 50 km)
extrémnd (o=a 100 m & vies)
Pdvodni hodnata
| nenodnoceno
Navrzend hodnota

| neni k dispozici

e
|

Vliv na zdravi a bezpecnost

Nova hodnota

ranadnateing (podkozeni zdravi bez treakthn nasledh)
malf (podkozeni zdravi = trvaljmi nésiodiy)

sfednl (poskozeni zdravi s trvalymi nasledky vice osob)
wysoky (umrt osoby)

extramni (Umrti vice osob)

Plivodni hodnota

| nenodnoceno
NavrZzena hodnota

e
o8

| neni k dispozici

Figure 2: The window from CRITINFO — part calculatek even{Havlicek, 2012)
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SLOVAK APPROACH TO EVALUATION OF indirect links to other single industry sector. Doe
CRITICAL INFRASTRUCTURE the diversity of these links (direct or indiredfere

is a wide range of risks that may arise as a chain
Critical Infrastructure (next CI), an inherentlyreaction for activities in sectors as well as thére
complex field associated with the existence of eaghy. Breakdown of critical infrastructure is the
state. In view of the complexity of the system oectoral structure defined by the Slovak Act
internal self-sectors, but also the external lioks & 45/2011 “of critical infrastructure.” More is
each other more or less connected with other sect@fesented in Table 1.
of Cl. This interaction is the result of direct or

Table 1: Sectoral breakdown of Slovakian critiagdtastructure
No Sector Sub sector
Road transport
Aviation
Water transport
Railway transport
Satellite communication

1. Transport

2. Electronic communication Network and service fixed and mobile electronic
communications
Mining

3. Energetic Electricity

Gas Industry
Petroleum and Petroleum Products
Information and Communication| Information systems and networks

4 Technologies Internet
The provision of postal, service, postal paymeut an
5. Postal g
procurement activity
6. Industry Pharmaceutical, metallurgical and chemical industry
Meteorological Service
7 Water and atmosphere Water works, provision of drinking water
8. Health service

Source: Act No. 45/2011 ECR

Critical infrastructure is made up of individual- (Act No. 45/2011 ECR, p. 3)

sectors and elements. Summary of the elements of

critical infrastructure sectors: “Cl is designed-or the calculation of the rates of criticism it is
according to the sectoral criteria and cross-ogittirpossible to be based on objective elements obtained
criteria”, the element is: "in particular, thefrom relevant sources (official statistics). As a
engineering construction of the CI, the servicéhin supporting structure, it is appropriate to use
public interest and the information system in thquantitative methods in order to:

sector critical infrastructure whose disruption o obtain an average value of services provided,
destruction would have a serious adverse effect express the consequences of loss of the CI
criteria according to the sectoral and cross-agttin  service sectors and sub sectors.

criteria for the implementation of economic and

social functions of the Slovak Republic, and thgrebASSESSMENT OF SLOVAK CRITICAL

the quality of life of the inhabitants from the ppdof TRANSPORT SUB SECTORS

view of protection of their life, health, safety,

property and the environment (Act No. 45/2011 Egach service provided by the user may be limited or
ECR, p. 1) interrupted, which may result in its purported. The
For the definition of criticism infrastructure iscalculations are based on the assumption that the

necessary to take into account the cross-cuttifs rvice will be delivered in full and for the estir
criteria, which are designed in particular to: teritory of the state within the sector. This
— economic loss assumption gives the possibility of finding theatot

B ) , lume and proportion of supplied services, as the
ghondSSenousness of the failure of the supply cﬁzsic unit of calculation. ByJasenovec (2011)

. . - individual calculations will be aimed at:
— the seriousness of the failure of the provision o?

services in the public interest
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Expression of the average loss of supply, servite - is the time unit (365 days)
users,
Ru (t) - is the average number of persons, users of Rds (1) _XRds 3)
the services, supplies for the day t
> Ru - is the total average number of persons, _
users of Ru-service = 864,438,000 Real result is:
T - is delivery time unit (365 days) Rds(t) = 183,697,800/365 = 503,281.64 [tons/day]
Ru (1) :E Ru 1) The average loss of the supply of services
t constitutes the expression of a value of the servic
_ sector in the delivery of goods, electricity, gas;.
Real result is: Underlying the calculation of the data is obtained

Ru(t) = 864,438,000/365 = 2,368,323 [pers./day] from the average of the values in those years of

supply. The result of these values is calculated fo

The aim is to find out the average number of user#e time period of one day.

the calculation, who may be affected by the non

delivering of the service such as: electricity, evat Summary of example

gas supply, electronic and voice services, the

services associated with the transport of persorﬁ"le above calculations show that the failure of the

goods, etc. Basis of calculation of the form theadaroad transport sub-sector would result in potential

obtained on numbers of users which are calculaté@ps of passenger traffic in the number of 2,368,32

from the average of the total numbers in thosesyeapersons in 24 hours. The consequence of this loss

By calculation, we can get an overview of howvould be a weighting factor 0.944 to transport

many users, on average, uses the service forrtiee tipeople across the transport sector. In financratge

period of 24 hours. this loss would represent the value of 4,111,738
euros for 24 hours, with a weighting factor of 0t63

Expression of the average financial loss of thée volume of the entire financial sector. The

supplies, services, transport of goods would mean an average loss of
Rf(t) - is the average volume of sales for th¥olume 503 281.64 tons, the weight, the transplrt o
supply, services per day goods to the whole sector at 0.78dasenovec,

SRf - is the total average volume of sales for thd011, pp. 62-65)

supply, services in euros = 1,500,784,250
eur An example of the average financial loss of

t - is a unit of time eur (365 days) expression of selected services sectors

First expression of the average financial losdtier
Rf () =—— (2) carriage of passengers and goods by road

t
Rf(t) = 1,500,784,250/365 = 4,111,738 [eur/day]

Second expression of the average financial loss for
Rf(t) = 1,500,784,250/365 = 4,111,738 [eur/day] the carriage of passengers and goods by rail

The calculation is intended for obtaining the agera RI (1) = 962,902,250/365 = 2,638,088 [eur/day]

value of the financial losses (revenue), which mayhird expression of the average financial loss per
be caused by the non delivering of the service suplssenger and cargo air transport
as: water, electricity, gas supply, electronic and ¢y _ 317 ag0 500/365 = 870,905 [eur/day]
voice services, the services associated with the
transport of persons and goods, etc. 4th expression of the average financial loss per
passenger and goods by water transport
Express delivery services sector, sub-sector of the Rf(t) = 41,888,000/365 = 114,762 [eur/day].
average loss of
Rds (t) - is the average volume of transport,
supplies, gas, electricity, etc. per day
>Rds - is average volume of transport, the total
supply of goods in the sector,
e.g. goods = 183,697,800 t

Real result is:
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€ 6000 000 — will be delivered to a limited extent in terms of

oo T time - short - long term,
€5000 000 — will be delivered in limited - region or throughout

€4111 739 the state,
€ 4000 000 Gl average — not delivered at all,
2000 000 ;Ezf;ay — there is compensation for services.
€ 2638088 o Air
€2 000 000 = Water Using this procedure, combined with measurable
indicators, represents a possible way of defining
€1000 000 €870 905 criticality of infrastructure.
€114 762
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